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Know Your 1Z0-1070-20 Certification Well:

The 1Z0-1070-20 is best suitable for candidates who want to gain knowledge in
the Oracle Security. Before you start your 1Z0-1070-20 preparation you may
struggle to get all the crucial Cloud Platform Identity and Security Management
Associate materials like 120-1070-20 syllabus, sample questions, study guide.

But don't worry the 1Z0-1070-20 PDF is here to help you prepare in a stress free
manner.
The PDF is a combination of all your queries like-
e Whatis in the 1Z0-1070-20 syllabus?
¢ How many questions are there in the 1Z0-1070-20 exam?
e Which Practice test would help me to pass the 1Z0-1070-20 exam at the first
attempt?

Passing the 1Z0-1070-20 exam makes you Oracle Cloud Platform Identity and
Security Management 2020 Certified Specialist. Having the Cloud Platform Identity
and Security Management Associate certification opens multiple opportunities for
you. You can grab a new job, get a higher salary or simply get recognition within
your current organization.

Oracle 120-1070-20 Cloud Platform Identity and
Security Management Associate Certification
Details:

Oracle Cloud Platform Identity and Security Management
Exam Name c
2020 Specialist
Exam Code 170-1070-20
Exam Price USD $245 (Pricing may vary by country or by localized
currency)
Duration 85 minutes
Number of Questions 55
Passing Score 68%
Format Multiple Choice Questions (MCQ)
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Recommended Training

Oracle Cloud Platform ldentity and Security
Management 2020 Certified Specialist
Oracle Cloud Infrastructure Learning Subscription

Schedule Exam

Pearson VUE

Sample Questions

Oracle Cloud Platform Identity and Security
Management 2020 Certified Specialist (OCS)

Recommended Practice

170-1070-20 Online Practice Exam

1Z0-1070-20 Syllabus:

Cloud Security Business
Drivers and Challenges

- Identify the Cloud Security marketplace including trends,
business drivers, and challenges (e.g. IDaaS, CASB, SIEM,
etc)

Identity Cloud Service
Fundamentals

- Identify the key capabilities provided by Identity Cloud
Service, including the business value

- Describe typical use cases for Identity Cloud Service

- Execute basic configurations on Identity Cloud Service
including users and groups, dashboards, reports and policies
- Secure Identity Cloud Service

- Configure Delegated Authentication

- Configure Adaptive Security and MFA

- Use EBS Asserter, Identity Bridge and Integrations

- Configure Application Gateway

Oracle CASB Cloud
Service Fundamentals

- Identify the key capabilities provided by CASB Cloud
Service, including the business value

- Describe typical use cases for CASB Cloud Service

- Execute basic configurations on CASB Cloud Service
including users and groups, dashboards, reports and policies
- Monitor Security Risks

Services Deployment
(IDCS & CASB)

- Describe service requirements and an understanding of the
concepts
- Configure Cloud to support hybrid security tooling

Oracle Cloud
Infrastructure Security
Fundamentals

- Create and use IAM Policies, Compartments, Policy
Inheritance & IAM-Tags

- Configure & troubleshoot OCI network resources to secure
cloud deployment, this includes VCN, Routing Tables,
Security Rules, Gateways, Virtual Firewall

- Understand how OCI implements Encryption and Key
management

Design for Security and
Compliance in OCI

- Describe OCI Shared Security Responsibility Module

- Describe features and benefits of Customer Isolation, Data
Encryption, Security Control, Visibility, and Verifiably Secure
Infrastructure.
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- Design Hybrid Cloud Architecture on OCI using
FastConnect, IPSec VPN and Web Application Firewall
(WAF)

- Describe typical use cases for Multi-Factor Authentication
and ldentity Federation

- Describe typical use cases for OCI Vault (Keys and
Secrets)

- Describe key capabilities provided by Oracle Data Safe

Oracle 1Z0-1070-20 Sample Questions:

Question: 1

In your organization you want to do the security validation of development environments in the
cloud.
Which two can be used along with Configuration and Compliance Cloud Service?

(Choose two.)

a) Use the Secure Technical Implementation Guides (STIGS) industry-standard
benchmarks.

b) Use out-of-the-box, REST-based rules to check for the restriction of cloud provider’s
administrative port address to corporate IP addresses.

c) Use the rules to check that auditing is turned on in the cloud.

d) Use custom in-house rules along with Security Content Automation Protocol (SCAP)
assessments.

Answer: a, b

Question: 2

You want to implement Oracle Configuration and Compliance Cloud Service for the hybrid cloud
environments in your organization.
Which two benefits will you get from implementing this?

(Choose two.)

a) integration of the different services using open standards

b) Assessment, scoring, and reporting of the compliance in an enterprise can be automated
¢) Compliance violation dashboard displays the most severe violations

d) application-wide assessment of compliance score

Answer: b, d
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Question: 3

From the Oracle Management Cloud Security Monitoring and Analytics dashboard, you noticed
a threat of key transfer and suspicious SMB communication activity by a user.

Which two remedial actions will be taken automatically to mitigate some risk?
(Choose two.)

a) User added to suspicious data access watchlist
b) Multi-factor Authentication (MFA) is imposed

¢) Host anti-virus (AV) update enforced

d) Targets added to file change watchlist

Answer: a, b

Question: 4

Due to rapid change in technology and regulatory overhead, companies are challenged to
maintain and update the rules as per the industry standard benchmarks.

Which Oracle service will help in maintaining the industry standard benchmarks?

a) Oracle Configuration and Compliance Cloud Service

b) Oracle Identity Cloud Service

¢) Oracle Cloud Access Security Broker (CASB) Cloud Service
d) Oracle Integration Cloud Service

Answer: a

Question: 5

One of the required tasks for setting up Oracle Security Monitoring and Analytics is "Add Log
Analytics entities".

After updating a file that contains the entity definition that you want to add, which omcli
command needs to be run?

a) <AGENT_BASE_DIR>/agent_inst/bin/omcli setproperty agent FILENAME
b) <AGENT_BASE_DIR>/agent_inst/binfomcli register agent FILENAME

c) <AGENT_BASE_DIR>/omcli setproperty agent FILENAME

d) <AGENT_BASE_DIR>/agent_inst/binfomcli add_entity agent FILENAME

Answer: d
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Question: 6

What do you add to applications if you want to create custom attributes that can be used to
search for the applications more effectively?

a) Scopes
b) Resources
¢) Audiences
d) Tags
Answer: d

Question: 7

How can you prevent a user from signing in to Oracle Identity Cloud Service if they are using a
device that Oracle Identity Cloud Service does NOT recognize?

a) Configure Adaptive Security
b) Configure identity provider policies
¢) Configure Multi-Factor Authentication
d) Configure the bridge
Answer: b

Question: 8

Which is a top challenge for a Security Operations Center (SOC) Manager?

a) to keep all systems in compliance within 30 days of new security regulations

b) to ensure network and systems uptime to meet organization and customer SLAs
c) to identify threats proactively while maintaining organization and customer SLAs
d) to design and implement a software development life cycle program

Answer: c

Question: 9

To add an SSH credential to run custom and industry-standard assessments you need to
configure the credential store first.
Which command-line utility would you use?

a) cURL
b) OPC CLI
c) Oracle Compute CLI
d) OMCLI
Answer: d
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Question: 10

Can you customize which of your identity providers appear on the Sign In page when users are
accessing Oracle Identity Cloud Service either locally or through a specific app?

a)
b)
c)
d)

No, because users should always sign in using their local authentication credentials.
Yes, by using identity provider policies.

Yes, by using sign-on policies.

No, because any identity provider that's set to appear in the Sign In page will be
displayed.

Answer: b

Study Guide to Crack Oracle Cloud Platform Identity
and Security Management Associate 1Z0-1070-20
Exam:

Getting details of the 120-1070-20 syllabus, is the first step of a study plan.
This pdf is going to be of ultimate help. Completion of the syllabus is must
to pass the 1Z0-1070-20 exam.

Making a schedule is vital. A structured method of preparation leads to
success. A candidate must plan his schedule and follow it rigorously to attain
success.

Joining the Oracle provided training for 1Z20-1070-20 exam could be of much
help. If there is specific training for the exam, you can discover it from the
link above.

Read from the 1Z0-1070-20 sample questions to gain your idea about the
actual exam questions. In this PDF useful sample questions are provided to
make your exam preparation easy.

Practicing on 1Z0-1070-20 practice tests is must. Continuous practice will
make you an expert in all syllabus areas.
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Reliable Online Practice Test for 1Z0-1070-20 Certification

Make DBExam.com your best friend during your Oracle Cloud Platform Identity and
Security Management 2020 Specialist exam preparation. We provide authentic
practice tests for the 1Z0-1070-20 exam. Experts design these online practice tests,
so we can offer you an exclusive experience of taking the actual 1Z0-1070-20 exam.
We guarantee you 100% success in your first exam attempt if you continue practicing
regularly. Don’t bother if you don’t get 100% marks in initial practice exam attempts.
Just utilize the result section to know your strengths and weaknesses and prepare
according to that until you get 100% with our practice tests. Our evaluation makes
you confident, and you can score high in the 1Z0-1070-20 exam.

Start Online Practice of 1Z20-1070-20 Exam by visiting URL

https://www.dbexam.com/oracle/1z0-1070-20-oracle-cloud-platform-
identity-and-security-management-2020-specialist
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