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Know Your 312-76 Certification Well: 

The 312-76 is best suitable for candidates who want to gain knowledge in the EC-

Council Cyber Security. Before you start your 312-76 preparation you may struggle 

to get all the crucial EDRP materials like 312-76 syllabus, sample questions, study 

guide. 

But don't worry the 312-76 PDF is here to help you prepare in a stress free manner. 

The PDF is a combination of all your queries like- 

 What is in the 312-76 syllabus? 

 How many questions are there in the 312-76 exam? 

 Which Practice test would help me to pass the 312-76 exam at the first 

attempt? 

Passing the 312-76 exam makes you EC-Council Disaster Recovery Professional 

(EDRP). Having the EDRP certification opens multiple opportunities for you. You 

can grab a new job, get a higher salary or simply get recognition within your current 

organization. 

EC-Council 312-76 EDRP Certification Details: 

Exam Name EC-Council Disaster Recovery Professional (EDRP) 

Exam Code 312-76 

Exam Price $450 (USD) 

Duration 240 mins 

Number of Questions 150 

Passing Score 70% 

Books / Training Courseware 

Schedule Exam Pearson VUE OR ECC Exam Center 

Sample Questions EC-Council EDRP Sample Questions 

Practice Exam EC-Council 312-76 Certification Practice Exam  

http://www.edusum.com
https://store.eccouncil.org/product/edrpv3-ecourseware/
https://home.pearsonvue.com/eccouncil
https://www.eccexam.com/
https://www.edusum.com/ec-council/312-76-edrp-certification-sample-questions
https://www.edusum.com/ec-council/312-76-disaster-recovery-professional
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312-76 Syllabus: 

Topic Details Weights 

Introduction to 
Disaster Recovery 
and Business 
Continuity 

- Overview of Disaster Recovery and Business 
Continuity 

- Trends in Disaster Recovery and Business Continuity 
- Understanding Best Practices in Disaster Recovery 

and Business Continuity 
- Overview of Business Continuity Management (BCM) 
- Understanding Best Practices and Standards of BCM 

9% 

Risk Assessment 

- Overview of Risk and its Terminology 
- Understanding Risk Assessment Process 

- Understanding Best Practices and Standards in Risk 
Management 

7% 

Business Impact 
Analysis and 

Business Continuity 
Plan 

- Overview of Cost Benefit Analysis (CBA) and 
Business Impact Analysis (BIA) 
- Understanding Standards of BIA 

- Understanding How to Perform BIA 
- Overview of Business Continuity Plan (BCP) 
- Overview of Business Continuity Strategy Design 

12% 

Data Backup 
Strategies 

- Overview of Data Backup 
- Understanding RAID Technology 

- Overview of SAN and NAS 
- Understanding Types of Data Backup 
- Understanding Cloud Data and Disaster Recovery 
- Overview of Infrastructure Technologies 
- Understanding Data Protection Continuum and Best 
Practices in Backup 

17% 

Data Recovery 
Strategies 

- Overview of Data Recovery 
- Understanding Data Recovery Process and Best 
Practices 
- Understanding Virtualization-Based Disaster 
Recovery 

- Understanding Best Practices and Standards in 
Virtualization 
- Understanding System Recovery 
- Overview of Centralized and Decentralized 
Computing 
- Overview of Centralized Backup, Data Consolidation, 

and Survivable Storage Systems 

37% 

Disaster Recovery 

Planning Process 

- Overview of Disaster Recovery Planning 
- Understanding Disaster Recovery Planning Process 
and Methodology 

10% 

BCP Testing, 
Maintenance, and 
Training 

- Overview of Business Continuity Plan Testing 
- Maintaining and Auditing the Business Continuity 
Plan 
- Overview of BCP Training Program 

8% 

http://www.edusum.com


 312-76 Exam Questions 

 

EC-Council EDRP Certification Practice Exam 4 
 

EC-Council 312-76 Sample Questions: 

Question: 1  

In which of the following managing styles does the manager supervise subordinates very closely 

and give detail directions? 

a) The coaching style 

b) The supporting style 

c) The delegating style 

d) The directing style 

 Answer: d 

Question: 2  

Which of the following individuals incorporates risk assessment in training programs for the 

organization's personnel? 

a) Chief information officer 

b) Information system security officer 

c) Functional manager 

d) Security awareness trainer 

 Answer: d 

Question: 3  

In which of the following DRP tests does a business unit management meet to review the plan? 

a) Simulation test 

b) Parallel test 

c) Structured walk-through test 

d) Full-interruption test 

 Answer: c 

  

http://www.edusum.com
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Question: 4  

You want to use PGP files for steganography. Which of the following tools will you use to 

accomplish the task? 

a) Snow 

b) ImageHide 

c) Blindside 

d) Stealth 

 Answer: d 

Question: 5  

Which of the following acts affects all public companies subject to US security laws? 

a) Gramm-Leach-Bliley Act of 1999 

b) Health Insurance Privacy and Accountability Act (HIPAA) 

c) Sarbanes-Oxley Act of 2002 

d) Federal Information Security Management Act 

 Answer: c 

Question: 6  

Against which of the following does SSH provide protection? 

a) Broadcast storm 

b) Password sniffing 

c) DoS attack 

d) IP spoofing 

 Answer: b, d 

Question: 7  

Which of the following subphases are defined in the maintenance phase of the life cycle 

models? 

a) Change control 

b) Request control 

c) Release control 

d) Configuration control 

 Answer: a, b, c 

http://www.edusum.com
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Question: 8  

Joseph is a merchant. He lives in an area that is prone to natural disasters. What will he do to 

save his data from a disaster? 

a) Restore the data. 

b) E-mail the data. 

c) Print the data. 

d) Backup the data. 

 Answer: d 

Question: 9  

Which of the following command line tools are available in Helix Live acquisition tool on 

Windows? 

a) netstat 

b) whois 

c) cab extractors 

d) ipconfig 

Answer: a, c, d 

Question: 10  

Which of the following measurements of a disaster recovery plan are aimed at detecting 

unwanted events? 

a) Detective measures 

b) Corrective measures 

c) Supportive measures 

d) Preventive measures 

 Answer: a 

  

http://www.edusum.com
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Study Guide to Crack EC-Council EDRP 312-76 Exam: 

● Getting details of the 312-76 syllabus, is the first step of a study plan. This 

pdf is going to be of ultimate help. Completion of the syllabus is must to pass 

the 312-76 exam. 

● Making a schedule is vital. A structured method of preparation leads to 

success. A candidate must plan his schedule and follow it rigorously to attain 

success. 

● Joining the EC-Council provided training for 312-76 exam could be of much 

help. If there is specific training for the exam, you can discover it from the 

link above. 

● Read from the 312-76 sample questions to gain your idea about the actual 

exam questions. In this PDF useful sample questions are provided to make 

your exam preparation easy. 

● Practicing on 312-76 practice tests is must. Continuous practice will make 

you an expert in all syllabus areas. 

 

Reliable Online Practice Test for 312-76 Certification 

Make EduSum.com your best friend during your EC-Council Disaster Recovery 

Professional exam preparation. We provide authentic practice tests for the 312-76 

exam. Experts design these online practice tests, so we can offer you an exclusive 

experience of taking the actual 312-76 exam. We guarantee you 100% success in 

your first exam attempt if you continue practicing regularly. Don’t bother if you don’t 

get 100% marks in initial practice exam attempts. Just utilize the result section to 

know your strengths and weaknesses and prepare according to that until you get 

100% with our practice tests. Our evaluation makes you confident, and you can score 

high in the 312-76 exam. 

 

Start Online practice of 312-76 Exam by visiting URL 

https://www.edusum.com/ec-council/312-76-disaster-recovery-
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