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Know Your SC-900 Certification Well: 

The SC-900 is best suitable for candidates who want to gain knowledge in the 

Microsoft Security Compliance and Identity. Before you start your SC-900 

preparation you may struggle to get all the crucial Security, Compliance, and 

Identity Fundamentals materials like SC-900 syllabus, sample questions, study 

guide. 

But don't worry the SC-900 PDF is here to help you prepare in a stress free 

manner. 

The PDF is a combination of all your queries like- 

 What is in the SC-900 syllabus? 

 How many questions are there in the SC-900 exam? 

 Which Practice test would help me to pass the SC-900 exam at the first 

attempt? 

Passing the SC-900 exam makes you Microsoft Certified - Security Compliance 

and Identity Fundamentals. Having the Security, Compliance, and Identity 

Fundamentals certification opens multiple opportunities for you. You can grab a 

new job, get a higher salary or simply get recognition within your current 

organization. 

Microsoft SC-900 Security, Compliance, and Identity 

Fundamentals Certification Details: 

Exam Name 
Microsoft Certified - Security Compliance and Identity 

Fundamentals 

Exam Code SC-900 

Exam Price $99 (USD) 

Duration 120 mins 

Number of 

Questions 
40-60 

Passing Score 700 / 1000 

Books / Training 
Course SC-900T00: Microsoft Security, Compliance, and 

Identity Fundamentals  

Schedule Exam Pearson VUE  

http://www.edusum.com
https://docs.microsoft.com/en-us/learn/certifications/courses/sc-900t00
https://docs.microsoft.com/en-us/learn/certifications/courses/sc-900t00
https://home.pearsonvue.com/microsoft
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Sample Questions 
Microsoft Security, Compliance, and Identity 

Fundamentals Sample Questions  

Practice Exam Microsoft SC-900 Certification Practice Exam  

SC-900 Syllabus: 

Topic Details 

Describe the Concepts of Security, Compliance, and Identity (5-10%) 

Describe security 

and compliance 

concepts & 

methodologies 

- describe the Zero-Trust methodology 

- describe the shared responsibility model 

- define defense in depth 

- describe common threats 

- describe encryption and hashing 

- describe cloud adoption framework 

Define identity 

concepts 

- define identity as the primary security perimeter 

- define authentication 

- define authorization 

- describe what identity providers are 

- describe what Active Directory is 

- describe the concept of Federated services 

- define common Identity Attacks 

Describe the capabilities of Microsoft Identity and Access Management 

Solutions (25-30%) 

Describe the basic 

identity services and 

identity types of 

Azure AD 

- describe Azure AD identity types (users, devices, groups, 

service principals/applications) 

- describe what hybrid identity is 

- describe the different external identity types (Guest Users) 

Describe the 

authentication 

capabilities of Azure 

AD 

- describe the different authentication methods 

- describe self-service password reset 

- describe password protection and management 

capabilities 

- describe Multi-factor Authentication 

- describe Windows Hello for Business 

http://www.edusum.com
https://www.edusum.com/microsoft/microsoft-security-compliance-and-identity-fundamentals-sc-900-certification-sample
https://www.edusum.com/microsoft/microsoft-security-compliance-and-identity-fundamentals-sc-900-certification-sample
https://www.edusum.com/microsoft/sc-900-microsoft-security-compliance-and-identity-fundamentals
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Topic Details 

Describe access 

management 

capabilities of Azure 

AD 

- describe what conditional access is 

- describe uses and benefits of conditional access 

- describe the benefits of Azure AD roles 

Describe the identity 

protection & 

governance 

capabilities of Azure 

AD 

- describe what identity governance is 

- describe what entitlement management and access 

reviews is 

- describe the capabilities of PIM 

- describe Azure AD Identity Protection 

Describe the capabilities of Microsoft Security Solutions (30-35%) 

Describe basic 

security capabilities 

in Azure 

- describe Azure Network Security groups 

- describe Azure DDoS protection 

- describe what Azure Firewall is 

- describe what Azure Bastion is 

- describe what Web Application Firewall is 

- describe ways Azure encrypts data 

Describe security 

management 

capabilities of Azure 

- describe Cloud security posture management (CSPM) 

- describe Microsoft Defender for Cloud 

- describe secure score in Microsoft Defender Cloud 

- describe enhanced security of Microsoft Defender for 

Cloud 

- describe security baselines for Azure 

Describe security 

capabilities of 

Microsoft Sentinel 

- define the concepts of SIEM, SOAR, XDR 

- describe how of Microsoft Sentinel provides integrated 

threat protection 

Describe threat 

protection with 

Microsoft 365 

Defender 

- describe Microsoft 365 Defender services 

- describe Microsoft Defender for Identity (formerly Azure 

ATP) 

- describe Microsoft Defender for Office 365 (formerly Office 

365 ATP) 

- describe Microsoft Defender for Endpoint (formerly 

Microsoft Defender ATP) 

- describe Microsoft Defender for Cloud Apps 

http://www.edusum.com


 SC-900 Exam Questions 

 

Microsoft Security, Compliance, and Identity Fundamentals Certification Practice Exam 5 
 

Topic Details 

Describe security 

management 

capabilities of 

Microsoft 365 

- describe the Microsoft 365 Defender portal 

- describe how to use Microsoft Secure Score 

- describe security reports and dashboards 

- describe incidents and incident management capabilities 

Describe endpoint 

security with 

Microsoft Intune 

- describe what Intune is 

- describe endpoint security with Intune 

- describe the endpoint security with the Microsoft Endpoint 

Manager admin center 

Describe the Capabilities of Microsoft Compliance Solutions (25-30%) 

Describe the 

compliance 

management 

capabilities in 

Microsoft 

- describe the offerings of the Service Trust portal 

- describe Microsoft’s privacy principles 

- describe the compliance center 

- describe compliance manager 

- describe use and benefits of compliance score 

Describe information 

protection and 

governance 

capabilities of 

Microsoft 365 

- describe data classification capabilities 

- describe the value of content and activity explorer 

- describe sensitivity labels 

- describe Retention Polices and Retention Labels 

- describe Records Management 

- describe Data Loss Prevention 

Describe insider risk 

capabilities in 

Microsoft 365 

- describe Insider risk management solution 

- describe communication compliance 

- describe information barriers 

- describe privileged access management 

- describe customer lockbox 

Describe the 

eDiscovery and 

audit capabilities of 

Microsoft 365 

- describe the purpose of eDiscovery 

- describe the capabilities of the content search tool 

- describe the core eDiscovery workflow 

- describe the advanced eDiscovery workflow 

- describe the core audit capabilities of M365 

- describe purpose and value of Advanced Auditing 

Describe resource 

governance 

capabilities in Azure 

- describe the use of Azure Resource locks 

- describe what Azure Blueprints is 

- define Azure Policy and describe its use cases 

http://www.edusum.com
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Microsoft SC-900 Sample Questions: 

Question: 1  

What are two capabilities of Microsoft Defender for Endpoint? 

a) automated investigation and remediation 

b) transport encryption 

c) shadow IT detection 

d) attack surface reduction 

Answer: a, d 

Question: 2  

Which two categories are available under the Reports section of the Microsoft 365 Security 

Center? 

a) Secure scores 

b) Identities 

c) Apps 

d) Risks 

Answer: b, c 

Question: 3  

Which feature provides the extended detection and response (XDR) capability of Azure 

Sentinel? 

a) integration with the Microsoft 365 compliance center 

b) support for threat hunting 

c) integration with Microsoft 365 Defender 

d) support for Azure Monitor Workbooks 

Answer: c 

Question: 4  

What can you use to provision Azure resources across multiple subscriptions in a consistent 

manner? 

a) Azure Blueprints 

b) Azure Defender 

c) Azure Policy 

d) Azure Sentinel 

Answer: a 

http://www.edusum.com
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Question: 5  

In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible 

for managing? 

a) the management of mobile devices 

b) the permissions for the user data stored in Azure 

c) the creation and management of user accounts 

d) the management of the physical hardware 

Answer: d 

Question: 6  

What do you use to provide real-time integration between Azure Sentinel and another security 

source? 

a) Azure AD Connect 

b) a Log Analytics workspace 

c) Azure Information Protection 

d) a connector 

Answer: d 

Question: 7  

Which Microsoft 365 compliance feature can you use to encrypt content automatically based on 

specific conditions? 

a) eDiscovery 

b) retention policies 

c) Content Search 

d) sensitivity labels 

Answer: d 

Question: 8  

Which Microsoft 365 feature can you use to restrict users from sending email messages that 

contain lists of customers and their associated credit card numbers? 

a) retention policies 

b) conditional access policies 

c) data loss prevention (DLP) policies 

d) information barriers 

Answer: c 

http://www.edusum.com
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Question: 9  

What kind of Azure Active Directory (Azure AD) identity acts as a service principal, is linked to 

an Azure resource, and is automatically deleted when the resource is deleted? 

a) Guest user 

b) System-assigned managed identity 

c) User-assigned managed identify 

d) Device 

Answer: b 

Question: 10  

In the Microsoft Cloud Adoption Framework for Azure, which two phases are addressed before 

the Ready phase? 

a) Plan 

b) Manage 

c) Adopt 

d) Govern 

e) Define Strategy 

Answer: a, e  

http://www.edusum.com
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Study Guide to Crack Microsoft Security, Compliance, 

and Identity Fundamentals SC-900 Exam: 

● Getting details of the SC-900 syllabus, is the first step of a study plan. This 

pdf is going to be of ultimate help. Completion of the syllabus is must to pass 

the SC-900 exam. 

● Making a schedule is vital. A structured method of preparation leads to 

success. A candidate must plan his schedule and follow it rigorously to attain 

success. 

● Joining the Microsoft provided training for SC-900 exam could be of much 

help. If there is specific training for the exam, you can discover it from the 

link above. 

● Read from the SC-900 sample questions to gain your idea about the actual 

exam questions. In this PDF useful sample questions are provided to make 

your exam preparation easy. 

● Practicing on SC-900 practice tests is must. Continuous practice will make 

you an expert in all syllabus areas. 

 

Reliable Online Practice Test for SC-900 Certification 

Make EduSum.com your best friend during your Microsoft Security Compliance and 

Identity Fundamentals exam preparation. We provide authentic practice tests for the 

SC-900 exam. Experts design these online practice tests, so we can offer you an 

exclusive experience of taking the actual SC-900 exam. We guarantee you 100% 

success in your first exam attempt if you continue practicing regularly. Don’t bother 

if you don’t get 100% marks in initial practice exam attempts. Just utilize the result 

section to know your strengths and weaknesses and prepare according to that until 

you get 100% with our practice tests. Our evaluation makes you confident, and you 

can score high in the SC-900 exam. 

 

Start Online Practice of SC-900 Exam by visiting URL 

https://www.edusum.com/microsoft/sc-900-microsoft-security-

compliance-and-identity-fundamentals 

http://www.edusum.com
https://www.edusum.com/microsoft/sc-900-microsoft-security-compliance-and-identity-fundamentals
https://www.edusum.com/microsoft/sc-900-microsoft-security-compliance-and-identity-fundamentals

