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Know Your 300-300 Certification Well:

The 300-300 is best suitable for candidates who want to gain knowledge in the LPI
Linux System Administration. Before you start your 300-300 preparation you may
struggle to get all the crucial LPIC-3 materials like 300-300 syllabus, sample
guestions, study guide.

But don't worry the 300-300 PDF is here to help you prepare in a stress free
manner.
The PDF is a combination of all your queries like-
e What s in the 300-300 syllabus?
¢ How many questions are there in the 300-300 exam?
e Which Practice test would help me to pass the 300-300 exam at the first
attempt?

Passing the 300-300 exam makes you LPIC-3 Mixed Environment. Having the
LPIC-3 certification opens multiple opportunities for you. You can grab a new job,
get a higher salary or simply get recognition within your current organization.

LPI 300-300 LPIC-3 Certification Detalls:

Exam Name LPIC-3 Mixed Environment
Exam Code 300-300

Exam Price $200 (USD)

Duration 90 mins

Numbgr of 60

Questions

Passing Score 500 / 800

Schedule Exam LPI Marketplace

Sample Questions [LPILPIC-3 Sample Questions

Practice Exam LP1 300-300 Certification Practice Exam
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300-300 Syllabus:

Topic

Details

Samba Basics

Samba Concepts
and Architecture

Description: Candidates should understand the essential
concepts of Samba, including the various Samba server
processes and networking protocols used by Samba when
acting in various roles. Samba version 4.8 or higher is
covered.

Weight: 2

Key Knowledge Areas:

- Understand the roles of the various Samba daemons and
components

- Understand key issues regarding heterogeneous networks
- Understand the networking services used with SMB/CIFS
and Active Directory, including their

ports

- Understand the major features of SMB protocol versions
1.0,2.0,2.1and 3.0

- Understand of Samba 3 and Samba 4 differences

- Awareness of Samba VFS modules

- Awareness of Samba Clustering and CTDB

Partial list of the used files, terms and utilities:
- smbd, nmbd, samba, winbindd

Samba
Configuration

Description: Candidates should be able to configure the
Samba daemons.

Weight: 4

Key Knowledge Areas:

- Manage Samba server file-based configuration

- Manage of Samba server registry-based configuration

- Manage of Samba configuration parameters and variables
- Understand Samba server roles and security modes

- Configure Samba to use TLS

- Check the validity of a Samba configuration

- Troubleshoot and debug configuration problems with
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Samba
- Understand Windows tools used to configure a Samba
Server

The following is a partial list of the used files, terms and
utilities:
- smb.conf
e Security
e serverrole
« Server string
e Server services
« tls enabled
o tls keyfile
o tls certfile
o tls dh params file
o tls cafile
« config backend
« registry shares
e include
« Vfs objects
- samba-regedit
- HKLM\Software\Samba\
- REG_SZ, REG_MULTI_SZ
- testparm
- net registry (including relevant subcommands)
- Microsoft RSAT Tools
- Microsoft MMC
- Microsoft ADSI Edit

- Microsoft LDP
- Microsoft Regedit

Regular Samba
Maintenance

Weight: 2

Description: Candidates should know the various tools and
utilities that are part of a Samba installation.
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Key Knowledge Areas:

- Start and stop Samba services on domain controllers and
file servers

- Monitor and interact with running Samba daemons

- Backup and restore TDB files

- Backup and restore an Active Directory domain controller
- Understand backup and recovery strategies for Active
Directory domain controllers

- Understand the impact of virtualization on Active Directory
domain controllers

The following is a partial list of the used files, terms and
utilities:

- systemctl

- smbcontrol (including relevant message types)

- smbstatus

- tdbbackup

- tdbrestore

- samba-tool domain backup (including subcommands)

- Virtual Machine Generation Identifier

- Virtual Machine Snapshots

Troubleshooting
Samba

Weight: 3

Description: Candidates should be able to analyze and
troubleshoot Samba issues. This includes accessing and
modifying the LDAP content of a Samba server hosting an
Active directory as well as working with trivial database files.
Furthermore, candidates should be able to create a
renamed clone of an existing Active Directory for
debugging.

Key Knowledge Areas:

- Configure Samba logging, including setting log levels for
specific debug classes and client-specific logging

- Query and modify the Samba password database

- Understand the contents of important TDB files

- List and edit TDB file content

- Identify TDB file corruption

- Access and modify objects in a Samba LDAP directory

- Enable and use the LDAP recycle bin
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- Confirm the integrity of a domain controller’'s database
- Create a renamed clone of a domain controller

- Awareness of Samba eventlog shipping

- Use rpcclient to query information on a Samba server

The following is a partial list of the used files, terms and
utilities:

- smb.conf:

- log level

- debuglevel

- /var/log/samba/

- smbpasswd

- pdbedit

- registry.tdb

- secrets.tdb

- tdbdump

- tdbtool

- [dbsearch

- [dbmodify

- |dbedit

- [dbadd

- Idbdel

- LDIF

- samba-tool dbcheck
- samba-tool domain backup (including relevant
subcommands)

- rpcclient

Samba and Active Directory Domains

Samba as Active
Directory Domain
Controller

Weight: 5

Description: Candidates should be able to configure
Samba as an Active Directory domain controller. This
includes managing an Active Directory domain.

Key Knowledge Areas:

- Understand the concepts of Active Directory

- Understand the principles of the network services used by
Active Directory (i.e. DNS, Kerberos, NTP and LDAP and
CIFS and MS-RPC)
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- Set up a new Active Directory domain using Samba

- Add a Samba domain controller to an existing Active
Directory domain

- Demote and remove online and offline domain controllers
- Verify AD replication

- Understand and query the global catalog and the partial
attribute set

- Understand and configure domain functional levels

- Understand and configure Active Directory forest and
domain trusts

- Understand and configure Active Directory sites, including
subnet assignments

- Understand and manage FSMO roles, including their
impact in case of an outage

- Configure authentication audit logging

- Configure SYSVOL replication using rsync or robocopy

- Integrate Samba with ntpd

- Awareness of Windows NT4 domains

The following is a partial list of the used files, terms and
utilities:
- smb.conf:

e Serverrole
« log level

- samba-tool domain (including relevant subcommands)
- samba-tool fsmo (including relevant subcommands)

- samba-tool drs (including relevant subcommands)

- samba-tool sites (including relevant subcommands)

- rsync

- rsync.conf

- /var/lib/samba/sysvol

- robocopy

- ntpd.conf

« ntpsigndsocket

Active Directory
Name Resolution

Weight: 2
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Description: Candidates should be familiar with the internal
DNS server of Samba.

Key Knowledge Areas:

- Understand and manage DNS for Samba as an AD
domain controller

- Manage DNS records in Samba DNS

- DNS forwarding

- Standardized names in an Active Directory

- Multicast DNS

- Awareness of BIND9 DLZ DNS back end

- Awareness of NetBIOS name resolution and WINS

The following is a partial list of the used files, terms and
utilities:
- smb.conf:

o dns forwarder

« allow dns updates
« multicst dns register

- samba-tool dns (with subcommands)
- samba_dnsupdate

- dig

- host

- /etc/resolv.conf

Active Directory
User Management

Weight: 4

Description: Candidates should be able to manage user
and group accounts on a standalone server and in a Samba
based Active Directory.

Key Knowledge Areas:

- Manage user accounts and user group for standalone
servers and Samba AD

- Knowledge of user account management tools

- Delegate administrative permissions in AD to specific
users / user groups

- Configure password expiration and change requirements
- Manage password policies and password setting objects

- Understand principals and their identification SID (DN,
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GUID)

- Understand User Principal Name (UPN) and User
Principal Name Suffix (UPN Suffix)

- Understand and manage Security and Distribution Groups
- Understand and manage LDAP attributes of security
principals

- Understand and manage RFC2307 attributes in a Samba
AD

- Map Kerberos service principal nhames to user accounts

- Export Kerberos keytabs for a specific principal

- Awareness of LDAP Account Manager

The following is a partial list of the used files, terms and
utilities:

- samba-tool user (including relevant subcommands)
- samba-tool group (including relevant subcommands)
- samba-tool domain passwordsettings

- samba-tool domain exportkeytab

- samba-tool spn (including relevant subcommands)

- smbpasswd

- pdbedit

- Kinit

- Klist

Samba Domain
Membership

Weight: 4

Description: Candidates should be able to join a Samba
server into an existing Active Directory domain and
authorize domain users to use the server. This includes
installing and configuring the Winbind service.

Key Knowledge Areas:

- Join Samba to an existing AD domain

- Configure Winbind service, including ID mapping

- Understand and configure Winbind ID mapping, including
various mapping backends

- Configure PAM and NSS to use Winbind

The following is a partial list of the used files, terms and
utilities:
- smb.conf:
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e Security

« serverrole

o realm

« workgroup

« idmap config

« winbind enumerate users
« winbind enumerate groups
« winbind offline logon

« Wwinbind separator

« template shell

« template homedir

« allow trusted domains

- idmap_ad

- idmap_autorid

- idmap_ldap

- idmap_rfc2307

- idmap_rid

- idmap_tdb

- idmap_tdb2

- net ads (including relevant subcommands)
- /etc/nsswitch.conf
- [etc/pam.conf

- /etc/pam.d/

- libnss_winbind

- libpam_winbind

- getent

- whinfo

Samba Local User
Management

Weight: 4

Description: Candidates should be able to create and
manage local user accounts on a stand alone Samba
server.

Key Knowledge Areas:
- Setup a local password database

- Perform password synchronization

LPI LPIC-3 Certification Practice Exam
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- Knowledge of different passdb backends
- Convert between Samba passdb backends
The following is a partial list of the used files, terms and
utilities:
- smb.conf:
« passdb backend
- /etc/passwd
- letc/group
- pam_smbpass.so
- smbpasswd
- pdbedit
Samba Share Configuration
Weight: 4
Description: Candidates should be able to create and
configure CIFS file shares in Samba.
Key Knowledge Areas:
- Create and configure CIFS file shares
- Manage Samba share access configuration parameters
- Use registry based share configuration
- Manage profile and user home shares
- Plan file service migration
File Share - Limit access to IPC$

- Awareness of user shares

- Awareness of existing VFS modules and their general
functionality, including modules to support audit logs and
snapshots / shadow copies

The following is a partial list of the used files, terms and
utilities:
- smb.conf:

e path

« browsable

« writable / write ok / read only
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« Vvalid users

« invalid users

o read list

o write list

e guestok

« hosts allow / allow hosts
« hosts deny / deny hosts
» COpy

« hide unreadable

« hide unwritable files

« hide dot files

« hide special files

« veto files

» delete veto files

- [homes]
- [IPCY]
- smbcquotas

File Share Security

Weight: 3

Description: Candidates should understand file
permissions on CIFS shares and on a Linux file system.

Key Knowledge Areas:

- Enforce ownership and permissions of files and directories
- Manage ACLs for shares and folders

- Understand POSIX, Extended POSIX and Windows ACLS
- Understand how Samba stores Windows ACLSs in Linux
ACLs and extended attributes

- Configure ACLSs for profile and home folder shares

- Configure encryption of CIFS connections

The following is a partial list of the used files, terms and
utilities:
- smb.conf

e cCreate mask / create mode
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« directory mask / directory mode
» force create mode

« force directory mode
« force user

« force group / group

« profile acls

« inherit acls

« map acl inherit

« store dos attributes
« Vfs objects

« smb encrypt

- chown

- chmod

- getfacl

- setfacl

- getfattr

- smbcacls

- sharesec

- SeDiskOperatorPrivilege
- vfs_acl_xattr

- vfs_acl_tdb

- samba-tool ntacl (including subcommands)

DFS Share
Configuration

Weight: 1

Description: Candidates should be able to create and
manage DFS shares in Samba.

Key Knowledge Areas:
- Understand DFS
- Configure DFS shares

The following is a partial list of the used files, terms and

utilities:
- smb.conf:

o host msdfs
o msdfs root

LPI LPIC-3 Certification Practice Exam
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« msdfs proxy
- In

Print Share
Configuration

Weight: 2

Description: Candidates should be able to create and
manage print shares in Samba.

Key Knowledge Areas:

- Understand Samba printing, including raw printing

- Create and configure print shares

- Configure integration between Samba and CUPS

- Manage Windows print drivers and configure downloading
of print drivers

- Upload printer drivers using 'Add Print Driver Wizard' in
Windows

- Preconfigure driver settings

- Configure paper sizes and forms

- Supported driver versions

- Manage GPO options for trusted print servers

- Awareness of spoolssd

The following is a partial list of the used files, terms and
utilities:
- smb.conf:

e printing

o printable / print ok

« printcap name / printcap

« Spoolss: architecture = Windows x64

- [printers]

- [print$]

- CUPS

- cupsd.conf

- /var/spool/samba/

- smbspool

- rpcclient (to execute topic-related commands

(enumdrivers, enumprinters, setdriver)
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- net (included topic-related subcommands)
- SePrintOperatorPrivilege

Samba Client Configuration

Linux Authentication
Clients

Weight: 5

Description: Candidates should be familiar with
management and authentication of user accounts. This
includes configuration and use of NSS, PAM, SSSD and
Kerberos for both local and remote directories and
authentication mechanisms as well as enforcing a password

policy.

Key Knowledge Areas:

- Understand and configure NSS and PAM

- Enforce password complexity policies and periodic
password changes

- Create home directories for new users

- Lock accounts automatically after failed login attempts

- Configure NSS and PAM to retrieve information from
LDAP

- Configure SSSD authentication against Active Directory,
IPA, LDAP and Kerberos domains and the local system’s
authentication database

- Manage local accounts through SSSD

- Obtain and manage Kerberos tickets

The following is a partial list of the used files, terms and
utilities:

- /etc/pam.conf

- [etc/pam.d/

- /etc/nsswitch.conf
- /etc/login.defs

- pam_ldap.so

- [dap.conf

- pam_krb5.so

- pam_cracklib.so

- pam_tally2.so

- pam_faillock.so

- pam_mkhomedir.so

LPI LPIC-3 Certification Practice Exam
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- chage

- faillog

- sssd

- sssd.conf

- SSS_override

- SSS_cache

- sss_debuglevel
- SSS_user* and sss_group*
- /var/lib/sss/db/
- krb5.conf

- Kinit

- Klist

- kdestroy

Linux CIFS Clients

Weight: 3

Description: Candidates should be able to use remote
CIFS shares from a Linux client. This includes client-side
management of CIFS credentials and managing remote
ACLs and quotas.

Key Knowledge Areas:

- Access remote CIFS shares from a Linux client

- Mount remote CIFS shares on a Linux client

- Automatically mount home directories

- Store and manage CIFS credentials securely

- Understand and manage permissions and file ownership
of remote CIFS shares

- Understand and manage quotas on CIFS shares

The following is a partial list of the used files, terms and
utilities:

- smb.conf

- smbclient (including relevant subcommands)

- mount

- mount.cifs

- [etc/fstab

- pam_mount.so

- pam_mount.conf.xml

- cifscreds

- getcifsacl
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- setcifsacl

- smbcquotas
- cifsiostat

- smbget

- smbtar

Windows Clients

Weight: 3

Description: Candidates should be able to access CIFS
and print shares from Windows hosts and join such hosts
into an Active Directory domain. Furthermore, candidates
should be able to manage Windows hosts using GPOs and
access remote Windows hosts.

Key Knowledge Areas:

- Understand how to set up and use Windows hosts

- Join a Windows host to an Active Directory domain

- Access remote CIFS shares from a Windows client

- Configure printing to remote printers from a Windows
client

- Configure file and print shares on a Windows host

- Understand the concept, structure and capabilities of
GPOs

- Create and modify GPOs and apply GPOs to machines or
users

- Access a remote Windows desktop

- Create and configure logon scripts

- Configure roaming profiles for Active Directory users
- Configure profile folder redirects

The following is a partial list of the used files, terms and
utilities:
- smb.conf:

« logon path

« logon script

- net (Windows command; including all relevant
subcommands)

- samba-tool gpo (including all relevant subcommands)
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- gpupdate (Windows command)
- rdesktop

Linux Identity Management and File Sharing

FreelPA Installation
and Maintenance

Weight: 2

Description: Candidates should be able to set up and
manage a FreelPA domain using standard settings and
default services. This includes setting up replication and
joining clients to the domain.

Key Knowledge Areas:

- Understand the features, architecture as well as server-
side and client-side components of FreelPA

- Install a FreelPA server

- Set up and manage a FreelPA domain using standard
settings and default services

- Understand replication topology and configure FreelPA
replication

- Join clients to an existing FreelPA domain

- Awareness of ipa-backup

The following is a partial list of the used files, terms and
utilities:

- ipa-server-install

- ipa-replica-prepare

- ipa-replica-install

- ipa-client-install

- ipactl

FreelPA Entity
Management

Weight: 4

Description: Candidates should be able manage users,
hosts and services in a FreelPA domain.

Key Knowledge Areas:

- Manage user accounts and groups

- Manage hosts, hostgroups and services

- Understand the principle of IPA access control

permissions, privileges and roles

LPI LPIC-3 Certification Practice Exam
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- Understand ID views

- Awareness of sudo, autofs, SSH, SELinux and NIS
integration as well as host based access control in FreelPA
- Awareness of the FreelPA CA

The following is a partial list of the used files, terms and
utilities:

- ipa (including relevant user-*, stageuser-* and group-* and
idview-* subcommands)

- ipa (including relevant host-*, hostgroup-*, service-* and
getkeytab subcommands)

- ipa (including relevant permission-*, privilege-*, and role-*
subcommands)

- ipctl

- ipa-advice

FreelPA Active
Directory Integration

Weight: 2

Description: Candidates should be able to set up a cross-
forest trust between a FreelPA and an Active Directory
domain.

Key Knowledge Areas:

- Understand and set up FreelPA and Active Directory
integration using Kerberos cross-realm trusts

- Configure ID ranges in FreelPA

- Understand and manage external non-POSIX groups in
FreelPA

- Awareness of Microsoft Privilege Attribute Certificates and
how they are handled by FreelPA

- Awareness of replication based FreelPA and Active
Directory integration

The following is a partial list of the used files, terms and
utilities:

- ipa-adtrust-install

- ipa (including relevant trust-*, idrange-* and group-*
subcommands)

Network File System

Weight: 3
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Description: Candidates should be able to use NFSv4.
This includes understanding ID mapping, NFSv4 ACLs and
Kerberos authentication for NFS.

Key Knowledge Areas:

- Understand major NFSv4 features

- Configure and manage an NFSv4 server and clients
- Understand and use the NFSv4 pseudo file system
- Understand and use NFSv4 ACLs

- Use Kerberos for for NFSv4 authentication

The following is a partial list of the used files, terms and
utilities:

- exportfs

- letc/exports

- /etc/idmapd.conf

- nfs4_editfacl

- nfs4_getfacl

- nfs4_setfacl

- mount (including common NFS mount options)

- /etc/fstab

LP1 300-300 Sample Questions:

Question: 1

The [homes] section of smb.conf contains the parameter browseable = no. What are the
resulting consequences?

(Choose two.)

a) When browsing the Samba server, there is no visible share called homes.
b) The homes share can be directly accessed by specifically opening this share by its UNC

path.

c) When browsing the Samba server, users can open the homes share but they cannot see
the content of their home directories.

d) If the Samba server is part of an Active Directory Domain, only users in the group
SeBrowsingUsers can browse the homes share.

e) When browsing the Samba server, there is no visible share named after the current user.

Answer: a, b
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Question: 2

What is true about the option create mask in smb.conf?

a) Each permission bit that is set (1) create mask cannot be set on a file created by Samba
even if the client requests it to be set.

b) Each permission bit that is cleared (0) in create mask is only set on a file created by
Samba if the client explicitly sets the bit.

c) Each permission bit that is set (1) in create mask is always set on a file created by
Samba regardless of the permissions set by the client.

d) Each permission bit that is cleared (0) in create mask is always cleared on a file created
by Samba even if the client explicitly sets the bit.

Answer: d
Question: 3

What a benefits of using Single Sign-On (SSO)?

(Choose three.)

a)
b)
c)
d)
e)

Reduce IT costs due to lower number of IT help desk about passwords.
Reduce time spent re-entering passwords for the same identity.
Reduce number of passwords to remember.

Reduce password complexity.

Reduce number of services used by users.

Answer: a, b, c

Question: 4

When upgrading a Samba 3 to a Samba 4 Active Directory domain using samba-tool domain
classicupgrade, which of the following statements are true?

(Choose three.)

a)
b)
c)

d)
e)

All machines have to rejoin the new domain.

The profiles of the users remain unchanged.

Samba configures its internal NTP server to synchronize the systems clocks of all
domain members.

The user accounts and machine accounts are migrated into the new database.

A basic set of DNS records required for AD operation are provisioned.

Answer: b, d, e
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Question: 5

Which of the following options must be set in smb.conf in order to actively configure Samba as
Directory domain controller?

a) security = adds
b) ad server mode = domain controller
c) server role = active directory domain controller
d) active directory logons = yes
Answer: a

Question: 6

By default, Samba tries to automatically detect the correct character set to use with a
connecting client. Which parameter in smb.conf forces Samba to use only ASCII?

a) global charset = ASCII
b) unicode =no
c) ASCIl =yes
d) force charset = ASCII
e) reduce charset = yes
Answer: c

Question: 7

In order to generate an individual log file for each of the machines connecting to a Samba
server, which of the following statements must be used in the Samba configuration file?

a) log file = /var/log/samba/log.%c
b) log file = /var/log/samba/log.%M
¢) log file = /var/log/samba/log.%m
d) log file = /var/log/samba/log.%l
Answer: c

Question: 8

After configuring a Unix client to authenticate with a Microsoft Active Directory server, login
attempts are unsuccessful. Which of the following is most likely the cause?

a) Unix Client support is disabled in the Active Directory configuration.
b) The PAM library is searching the directory with the default search filter.
c) The slapd daemon is not running on the client.
d) The user account in the Active Directory has the remote login setting disabled.
Answer: b
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Question: 9

Microsoft file system are not case sensitive to file names. Linux file systems are case sensitive
to file names.

Which of the following configuration directives defines how Samba handles file name mapping
in this situation?

a) name map

b) case map

C) case sensitive
d) case on

Answer: a

Question: 10

Which of the following ports are open by default on a Samba 4 Active Directory Domain
Controller?

(Choose three.)

a) 443/TCP
b) 138/TCP
c) 389/TCP
d) 445/TCP
e) 53/TCP

Answer: b, c, d
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