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Discover More about the Broadcom 250-428
Certification

Are you interested in passing the Broadcom 250-428 exam? First discover, who
benefits from the 250-428 certification. The 250-428 is suitable for a candidate
if he wants to learn about Endpoint Security. Passing the 250-428 exam earns
you the Administration of Symantec Endpoint Protection 14 title.

While preparing for the 250-428 exam, many candidates struggle to get the
necessary materials. But do not worry; your struggling days are over. The 250-
428 PDF contains some of the most valuable preparation tips and the details

and instant access to useful 250-428 study materials just at one click.

Broadcom 250-428 Endpoint Protection
Administration Certification Detalils:

Exam Name Administration of Symantec Endpoint Protection 14
Exam Code 250-428

Exam Price $250 (USD)

Duration 90 mins

Numb_er of 65-75

Questions

Passing Score 70%

Books / Training

Endpoint Protection 14.2 Configure and Protect
Endpoint Protection 14.2 Maintain and Troubleshoot
Endpoint Protection 14.2 Manage and Administer

Endpoint Protection 14.2 Plan and Implement

Schedule Exam

Pearson VUE

Sample Questions

IBroadcom Endpoint Protection Administration Sample

Questions

Practice Exam

Broadcom 250-428 Certification Practice Exam
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Broadcom 250-428 Syllabus:

Topic

Details

Products and Concepts

- Explain common threats and security risks to the
endpoint

- Describe the SEP components

- Explain how policies and concepts relate to the SEP
architecture

- Determine proper placement for GUP, SEPM, and LUA for
communication and content deployment

Installation and
Configuration

- Describe how to prepare, install, license and configure
the Endpoint Protection management infrastructure

- Describe how to create groups and locations to effectively
configure and manage clients

- Describe how to prepare and install the SEP clients
including creating client packages and choosing an
appropriate deployment method

- Identify how to verify client connectivity and find clients
in the console

- Describe how to configure communication, general, and
security settings

- Describe how to configure SEP 14 for a virtual
environment

- Describe how to configure LiveUpdate policies

- Describe when and how to configure exceptions

Configuring Virus and
Spyware Protection

- Describe how protection technologies interact and their
dependencies

- Describe how to configure scheduled and on-demand
scans

- Describe how to configure Auto-Protect for file
systems/email clients

- Describe how to configure Insight and Download Insight
- Describe how to configure SONAR

- Explain the remediation actions for infected files

Define and Configure
Firewall, Intrusion
Prevention, and
Application and Device
Control

- Describe how to configure the firewall policy

- Describe how to configure intrusion prevention policies
- Describe how to configure application and device control
policies

- Describe how to customize firewall, intrusion prevention
and application and device control policies

Responding to Threats

- Explain when to install additional SEP Managers and sites
- Describe how to edit server and site properties

- Explain the procedures for SEP database management,
backup, restore and SEP disaster recovery

- Describe how to create, view and manage notifications

- Describe how to manage administrator accounts and
delegation of roles

- Describe how and when to use supplemental Symantec
tools
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Broaden Your Knowledge with Broadcom 250-428
Sample Questions:

A company recently installed a proxy server and configured firewall rules to allow only HTTP
traffic through the perimeter firewall. Since the change, Symantec Endpoint Protection 14 is
unable to receive updates.

Which step must be taken on the Symantec Endpoint Protection Manager to receive
updates?

a) Configure proxy settings under Server Properties.

b) Configure proxy settings within Internet Explorer under Internet Options.
c) Configure proxy settings within the External Communication Setting.

d) Configure proxy settings in the LiveUpdate policy.

Answer: a

An administrator has successfully installed Symantec Endpoint Protection Manager. Which
component is deployed to the server at this point in time?

a) AntiVirus/AntiSpyware Protection
b) Shared Insight Cache

c) Apache Tomcat Server

d) Central Quarantine Server

e) Internet Information Services (11S)

Answer: c

Scheduled reports are delivered as which type?

a) HTML
b) XML
c) MHT
d) HTM

Answer: ¢
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Question: 4

When Auto-Protect is enabled, protection is optional for which type of file access?

a) AJAX

b) Access
c) Modify
d) Backup
e) Restore

Answer: a

Question: 5

What happens when you mark the "Enable NetBIOS Protection" checkbox?

a) Verifies remote computer identity using WINS server lookup
b) Blocks NetBIOS requests on all NetBIOS ports

c) Permits NetBIOS connections from local subnet only

d) Dynamically adds an allow rule for NetBIOS

Answer: c

Question: 6

Which two methods can be used to identify the target machines to which the Symantec
Endpoint Protection client can be installed when using the Client Deployment Wizard?

(Select two.)

a) Browse through Windows networking.

b) Import a file containing IP addresses.

c) Specify a UNC path.

d) Import a file from the Unmanaged Detector.
e) Enable the ARP Discovery feature.

Answer: a, b
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In which two sets of circumstances would it be beneficial to exclude a host within an IPS
policy?

(Select two.)

a) A company needs to set up custom intrusion prevent signatures in the IPS policy.

b) To allow a vulnerability scanner on the network to ensure compliance with service
agreements

c) A company may have computers on an internal network that need to be set up for
testing purposes.

d) To log the activity of a particular machine for auditing

e) To create an exception that will exclude particular IPS signatures

Answer: b, c

Question: 8

Which criteria is used to define a Tamper Protection exception?

a) File fingerprint
b) File name
¢) MDS5 hash
d) Process owner

Answer: b

Question: 9

How does an administrator manage Client User Interface Control Settings?
a) By group
b) By location
¢) By domain

d) By user

Answer: b
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Question: 10

What are two uses of Application Control?
(Select two.)

a) Prevents applications from accessing the registry
b) Prevents applications from creating files

c) Prevents applications from accessing ports

d) Prevents applications from replicating

e) Prevents applications from accessing the network

Answer: a, b

Avall the Study Guide to Pass Broadcom 250-428
Endpoint Protection Administration Exam:

e Find out about the 250-428 syllabus topics. Visiting the official site offers
an idea about the exam structure and other important study resources.
Going through the syllabus topics help to plan the exam in an organized
manner.

e Once you are done exploring the Broadcom 250-428 syllabus, it is time
to plan for studying and covering the syllabus topics from the core. Chalk
out the best plan for yourself to cover each part of the syllabus in a hassle-
free manner.

e A study schedule helps you to stay calm throughout your exam
preparation. It should contain your materials and thoughts like study
hours, number of topics for daily studying mentioned on it. The best bet
to clear the exam is to follow your schedule rigorously.

e The candidate should not miss out on the scope to learn from the
Endpoint Protection Administration training. Joining the Broadcom
provided training for this Broadcom certification exam helps a candidate
to strengthen his practical knowledge base from the certification.

e Learning about the probable questions and gaining knowledge regarding
the exam structure helps a lot. Go through the Broadcom 250-428
sample guestions and boost your knowledge

e Make yourself a pro through online practicing the syllabus topics. 250-
428 practice tests would guide you on your strengths and weaknesses
regarding the syllabus topics. Through rigorous practicing, you can
improve the weaker sections too. Learn well about time management
during exam and become confident gradually with practice tests.
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Career Benefits:

Passing the Broadcom 250-428 exam, helps a candidate to prosper highly in
his career. Having the certification on the resume adds to the candidate's benefit
and helps to get the best opportunities.

Here Is the Trusted Practice Test for the Broadcom 250-
428 Certification

CertFun.Com is here with all the necessary details regarding the 250-428 exam.
We provide authentic practice tests for the 250-428 exam. What do you gain from
these practice tests? You get to experience the real exam-like questions made by
industry experts and get a scope to improve your performance in the actual exam.
Rely on CertFun.Com for rigorous, unlimited two-month attempts on the 250-428
practice tests, and gradually build your confidence. Rigorous practice made
many aspirants successful and made their journey easy towards grabbing the
Administration of Symantec Endpoint Protection 14.

Start Online practice of Broadcom 250-428 Exam by visiting URL
https://www.certfun.com/broadcom/250-428-symantec-endpoint-
protection-administration
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