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Know Your Identity and Access Management
Architect Certification Well:

The Identity and Access Management Architect is best suitable for candidates
who want to gain knowledge in the Salesforce Technical Architect. Before you
start your Identity and Access Management Architect preparation you may
struggle to get all the crucial Identity and Access Management Architect
materials like Identity and Access Management Architect syllabus, sample
guestions, study guide.

But don't worry the Identity and Access Management Architect PDF is here to
help you prepare in a stress free manner.

The PDF is a combination of all your queries like-

e What is in the Identity and Access Management Architect syllabus?
e How many questions are there in the Identity and Access Management
Architect exam?
e Which Practice test would help me to pass the Identity and Access
Management Architect exam at the first attempt?
Passing the Identity and Access Management Architect exam makes you
Salesforce Certified Identity and Access Management Architect. Having the
Identity and Access Management Architect certification opens multiple
opportunities for you. You can grab a new job, get a higher salary or simply get
recognition within your current organization.

Salesforce Identity and Access Management
Architect Certification Detalils:

Salesforce Certified Identity and Access Management
Architect

[Exam Code Identity and Access Management Architect
Registration fee: USD 400

Retake fee: USD 200

‘Exam Name

‘Exam Price

IDuration 120 minutes
INumber of Questions|60

IPassing Score 67%
Recommended

. . Architect Journey: Identity and Access Management
Training / Books
Schedule Exam Kryterion Webassessor

Salesforce Identity and Access Management Architect

Sample Questions

Recommended Salesforce Certified Identity and Access Management
Practice Architect Practice Test

Sample Questions

Salesforce Identity and Access Management Architect Certification Practice Exam 2


http://www.VMExam.com/
https://trailhead.salesforce.com/en/users/strailhead/trailmixes/architect-identity-and-access-management
https://www.webassessor.com/salesforce
https://www.vmexam.com/salesforce/salesforce-identity-and-access-management-architect-certification-exam-sample-questions
https://www.vmexam.com/salesforce/salesforce-identity-and-access-management-architect-certification-exam-sample-questions
https://www.vmexam.com/salesforce/salesforce-certified-identity-and-access-management-architect
https://www.vmexam.com/salesforce/salesforce-certified-identity-and-access-management-architect

@vmexa ms _ . :
AT Identity and Access Management Architect Exam Questions

ldentity and Access Management Architect
Syllabus:

Section Objectives Weight

- Describe common authentication patterns and
understand the differences between each one.

- Describe the building blocks that are part of an
identity solution (authentication, authorization, &
accountability) and how you enable those building

Identity blocks using Salesforce features.
Management - Describe how trust is established between two |17%
Concepts systems.

- Given a scenario, recommend the appropriate
method for provisioning users in Salesforce.

- Given a scenario, troubleshoot common points of
failure that may be encountered in a single sign-
on solution (SAML, OAuth, etc.)

- Given a use case, describe when Salesforce is
used as a Service Provider.

- Given a scenario, recommend the most
appropriate way to provision users from identity
stores in B2E and B2C scenarios.

- Given a scenario, recommend the appropriate
authentication mechanism when Salesforce needs
to accept 3rd Party Identity (Enterprise Directory,
Social, Community, etc.).

- Given a scenario, identify the ways that users
can be provisioned in Salesforce to enable SSO
and apply access rights.

- Given a scenario, identify the auditing and
monitoring approaches available on the platform,
and describe the tools that are available to
diagnose IdP issues.

Accepting Third-
Party Identity in
Salesforce

21%

- Given a scenario, identify the most appropriate
OAuth flow (Web based, JWT, User agent, Device
auth flow).

- Given a scenario, recommend appropriate Scope
and Configuration of the connected App for
Authorization.

- Describe the various implementation concepts of |17%
OAuth (scopes, secrets, tokens, refresh tokens,
token expiration, token revocation, etc.).

- Given a scenario, recommend the Salesforce
technologies that should be used to provide
identity to the 3rd party system. (Canvas,
Connected Apps, App Launcher, etc.).

Salesforce as an
Identity Provider

- Given a set of requirements, determine the most
appropriate methods of multi-factor authentication
Access Management [to use, and the right type of session they should
Best Practices yield.

- Given a scenario, how should you best assign
roles, profiles, and permission sets to a user

15%
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Section Objectives Weight

during the SSO process, how would you keep
these assignments up to date.

- Given a scenario, describe what tools you can
apply to audit and verify the activity/user during
and after login.

- Given a scenario, identify the configuration
settings for a Connected app.

- Given a set of requirements, identify the role
Identity Connect product plays in a Salesforce
Identity implementation.

- Given a scenario identify if Salesforce Customer
360 Identity fits into a fully developed Customer
360 solution.

- Give a set of requirements, recommend the most
appropriate Salesforce license type(s).

- Describe the capabilities for customizing the user
experience for Experience Cloud (Branding
options, authentication options, identity
verification self-registration, communications,
password reset etc.).

- Given a set of requirements, determine the best
Community (Partner [way to support external identity providers in

and Customer) communities and leverage the right user/contact
model to support community user experience.

- Given a requirement, understand the advantages
and limitations of External Identity solutions and
associated licenses.

- Given a scenario, determine when to use
embedded login.

Salesforce Identity 12%

18%

Salesforce Identity and Access Management
Architect Sample Questions:
Queston:1

Which three different attributes can be used to identify the user in a SAML 65> assertion
when Salesforce is acting as a Service Provider?

Choose 3 answers

a) Federation ID

b) Salesforce User ID

c) User Full Name

d) User Email Address
e) Salesforce Username

Answer: a, ¢, d
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Northern Trail Outfitters (NTO) is planning to implement a community for its customers using
Salesforce Experience Cloud . Customers are not able to self-register. NTO would like to
have customers set their own passwords when provided access to the community.

Which two recommendations should an identity architect make to fulfill this requirement?
Choose 2 answers

a) Add customers as contacts and add them to Experience Cloud site.

b) Enable Welcome emails while configuring the Experience Cloud site.

c) Allow Password reset using the API to update Experience Cloud site membership.
d) Use Login Flows to allow users to reset password in Experience Cloud site.

Answer: c, d

Under which scenario Web Server flow will be used?

a) Used for web applications when server-side code needs to interact with APIS.
b) Used for server-side components when page needs to be rendered.

c) Used for mobile applications and testing legacy Integrations.

d) Used for verifying Access protected resources.

Answer: a

In a typical SSL setup involving a trusted party and trusting party, what consideration should
an Architect take into account when using digital certificates?

a) Use of self-signed certificate leads to lower maintenance for trusted party because
multiple selfsigned certs need to be maintained.

b) Use of self-signed certificate leads to higher maintenance for trusted party because
they have to act as the trusted CA.

c) Use of self-signed certificate leads to higher maintenance for trusting party because
the cert needs to be added to their truststore.

d) Use of self-signed certificate leads to lower maintenance for trusting party because
there is no trusted CA cert to maintain.

Answer: d
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A client is planning to rollout multi-factor authentication (MFA) to its internal employees and
wants to understand which authentication and verification methods meet the Salesforce
criteria for secure authentication. Which three functions meet the Salesforce criteria for
secure mfa?

Choose 3 answers

a) username and password + SMS passcode

b) Username and password + secunty key

¢) Third-party single sign-on with Mobile Authenticator app
d) Certificate-based Authentication

e) Lightning Login

Answer: b, c, e

Customer service representatives at Universal containers (UC) are complaining that
whenever they click on links to case records and are asked to login with SAML SSO, they
are being redirected to the salesforce home tab and not the specific case record.

What item should an architect advise the identity team at UC to investigate first?

a) My domain is configured and active within salesforce.

b) The salesforce SSO settings are using http post

c) The identity provider is correctly preserving the Relay state
d) The users have the correct Federation ID within salesforce.

Answer: c

How should an Architect automatically redirect users to the login page of the external Identity
provider when using an SP-Initiated SAML flow with Salesforce as a Service Provider?

a) Use visualforce as the landing page for My Domain to redirect users to the Identity
Provider login Page.

b) Enable the Redirect to the Identity Provider setting under Authentication Services on
the My domain Configuration.

c) Remove the Login page from the list of Authentication Services on the My Domain
configuration.

d) Set the Identity Provider as default and enable the Redirect to the Identity Provider
setting on the SAML Configuration.

Answer: c
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When designing a multi-branded Customer Identity and Access Management solution on the
Salesforce Platform, how should an identity architect ensure a specific brand experience in
Salesforce is presented?

a) Provide a brand picker that the end user can use to select its sub-brand when they
arrive on salesforce.

b) The Experience ID, which can be included in OAuth/Open ID flows and Security
Assertion Markup Language (SAML) flows as a URL parameter.

¢) Add a custom parameter to the service provider's OAuth/SAML call and implement
logic on its login page to apply branding based on the parameters value.

d) The Audience ID, which can be set in a shared cookie.

Answer: b

What are three capabilities of Delegated Authentication?
Choose 3 answers

a) It can be assigned by Custom Permissions.
b) It can connect to SOAP services.

c) It can be assigned by Permission Sets.

d) It can be assigned by Profiles.

e) It can connect to REST services.

Answer: b, c, e

A financial services company uses Salesforce and has a compliance requirement to track
information about devices from which users log in. Also, a Salesforce Security Administrator
needs to have the ability to revoke the device from which users log in. What should be used
to fulfill this requirement?

a) Use the Activations feature to meet the compliance requirement to track device
information.

b) Use the Login History object to track information about devices from which users log
in.

c) Use Login Flows to capture device from which users log in and store device and user
information in a custom object.

d) Use multi-factor authentication (MFA) to meet the compliance requirement to track
device information.

Answer: a
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Study Guide to Crack Salesforce Identity and
Access Management Architect Exam:

Getting details of the Identity and Access Management Architect syllabus,
is the first step of a study plan. This pdf is going to be of ultimate help.
Completion of the syllabus is must to pass the Identity and Access
Management Architect exam.

Making a schedule is vital. A structured method of preparation leads to
success. A candidate must plan his schedule and follow it rigorously to
attain success.

Joining the Salesforce provided training for Identity and Access
Management Architect exam could be of much help. If there is specific
training for the exam, you can discover it from the link above.

Read from the Identity and Access Management Architect sample
guestions to gain your idea about the actual exam questions. In this PDF
useful sample questions are provided to make your exam preparation
easy.

Practicing on Identity and Access Management Architect practice tests is
must. Continuous practice will make you an expert in all syllabus areas.

Reliable Online Practice Test for Identity and Access
Management Architect Certification

Make VMExam.com your best friend during your Salesforce Certified Identity and Access
Management Architect exam preparation. We provide authentic practice tests for the Identity
and Access Management Architect exam. Experts design these online practice tests, so we
can offer you an exclusive experience of taking the actual Identity and Access Management
Architect exam. We guarantee you 100% success in your first exam attempt if you continue
practicing regularly. Don’t bother if you don’t get 100% marks in initial practice exam attempts.
Just utilize the result section to know your strengths and weaknesses and prepare according
to that until you get 100% with our practice tests. Our evaluation makes you confident, and
you can score high in the Identity and Access Management Architect exam.

Start Online practice of Identity and Access Management Architect Exam by visiting

URL

https://www.vmexam.com/salesforce/salesforce-certified-identity-and-access-

management-architect
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