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Discover More about the EXIN ISMP Certification 

Are you interested in passing the EXIN ISMP exam? First discover, who 

benefits from the ISMP certification. The ISMP is suitable for a candidate if he 

wants to learn about Data Protection and Security. Passing the ISMP exam 

earns you the EXIN Information Security Management Professional based on 

ISO/IEC 27001 title. 

While preparing for the ISMP exam, many candidates struggle to get the 

necessary materials. But do not worry; your struggling days are over. The ISMP 

PDF contains some of the most valuable preparation tips and the details and 

instant access to useful ISMP study materials just at one click. 

ISMP EXIN Information Security Management 

Professional based on ISO/IEC 27001 Certification 

Details: 

Exam Name 
EXIN Information Security Management Professional 

based on ISO/IEC 27001 

Exam Code ISMP 

Exam Price $265 (USD) 

Duration 90 mins 

Number of Questions 30 

Passing Score 65% 

Schedule Exam Pearson VUE  

Sample Questions EXIN ISMP Sample Questions  

Practice Exam EXIN ISMP Certification Practice Exam  

EXIN ISMP Syllabus: 

Topic Details Weights 

Information security perspectives - 10% 

Business interest of 

information security 

The candidate can… 

- distinguish types of information based on 

their business value. 

- explain the characteristics of a 

3.3% 

http://www.certfun.com
https://www.certfun.com/exin/exin-ismp-certification-sample-questions
https://home.pearsonvue.com/EXIN
https://www.certfun.com/exin/exin-ismp-certification-sample-questions
https://www.certfun.com/exin/ismp-exin-information-security-management-professional-based-isoiec-27001
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Topic Details Weights 

management system for information 

security. 

Customer perspective 

on governance 

The candidate can… 

- explain the importance of information 

governance when outsourcing. 

- recommend a supplier based on security 

controls. 

3.3% 

Supplier’s 

responsibilities in 

security assurance 

The candidate can… 

- distinguish security aspects in service 

management processes. 

- support compliance activities. 

3.3% 

Risk management - 30% 

Principles of risk 

management 

The candidate can… 

- explain principles of analyzing risks. 

- identify risks for classified assets. 

- calculate risks for classified assets. 

10% 

Control risks 

The candidate can… 

- categorize controls based on 

confidentiality, integrity, and availability. 

- choose controls based on incident cycle 

stages. 

- choose relevant guidelines for applying 

controls. 

10% 

Deal with residual risks 

The candidate can… 

- distinguish risk strategies. 

- produce business cases for controls. 

- produce reports on risk analyses. 

10% 

Information security controls - 60% 

Organizational controls 

The candidate can… 

- write policies and procedures for 

information security. 

- implement information security incident 

handling. 

- perform an awareness campaign in the 

organization. 

- implement roles and responsibilities for 

20% 
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Topic Details Weights 

information security. 

- support the development and testing of a 

business continuity plan. 

Technological controls 

The candidate can… 

- explain the purpose of security 

architectures. 

- explain the purpose of security services. 

- explain the importance of security 

elements in the IT infrastructure. 

20% 

Physical controls and 

people controls 

The candidate can… 

- recommend controls for physical access. 

- recommend security controls for 

employment life cycle. 

20% 

Broaden Your Knowledge with EXIN ISMP Sample 

Questions: 

Question: 1  

Zoning is a security control to separate physical areas with different security levels. Zones 

with higher security levels can be secured by more controls. The security manager of a hotel 

is responsible for security and is considering different zones for the hotel. What business 

functions should be combined into one security zone? 

a) Boardroom and general office space 

b) Fitness area and storage facility 

c) Hotel rooms and public bar 

d) Public restaurant and lobby 

Answer: d 

Question: 2  

The handling of security incidents is done by the incident management process under 

guidelines of information security management. These guidelines call for several types of 

mitigation plans. Which mitigation plan covers short-term recovery after a security incident 

has occurred? 

a) The business continuity plan (BCP) 

b) The disaster recovery plan 

c) The incident response plan 

d) The risk treatment plan 

Answer: b 
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Question: 3  

Whose responsibility is it to coordinate an organization’s security awareness program? 

a) Everyone in the organization 

b) The IT department 

c) Information security management 

d) The secretary of the CIO 

Answer: c 

Question: 4  

Why is it important to define which security services will be provided? 

a) To better align the information security requirements and the customer service 

b) To determine the information security strategy of an organization 

c) To make sure an organization is compliant with the requirements of ISO/IEC 27001 

d) To understand the scope of the information security management system (ISMS) 

Answer: a 

Question: 5  

Which is a key element of security strategy development? 

a) Description of how the services are being supported 

b) Policy that does not conflict with the law of the organization's country 

c) Relevant control objectives 

d) Return on Investment (ROI) 

Answer: c 

Question: 6  

An employee has worked on the organizational risk assessment. The goal of the 

assessment is not to bring residual risks to zero, but to bring the residual risks in line with an 

organization’s risk appetite. When has the risk assessment program accomplished its 

primary goal? 

a) Once the controls are implemented 

b) Once the transference of the risk is complete 

c) When decision makers have been informed of uncontrolled risks and proper authority 

groups decide to leave the risks in place 

d) When the risk analysis is completed 

Answer: c 
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Question: 7  

An operations manager wants some advice about opening a second data center as a hot 

standby location. What would the information security officer (ISO) advise the operations 

manager to do? 

a) Make sure that network and power supply are made redundant and from different 

providers 

b) Make sure that physical access is only granted to specific operators 

c) Make sure that the company will not be a victim of the Patriot Act legislation 

d) Make sure that the location has a different physical risk profile than the primary 

location 

Answer: d 

Question: 8  

Why are the security elements in the IT infrastructure important? 

a) To enable business continuity of the IT infrastructure 

b) To manage information security incidents which impact the IT infrastructure 

c) To prevent unauthorized physical access to the IT infrastructure 

d) To protect the information assets which are on the IT infrastructure 

Answer: d 

Question: 9  

A security manager for a large company has the task to achieve physical protection for 

corporate data stores. Through which control can physical protection be achieved? 

a) Having visitors sign in and out of the corporate datacenter 

b) Install a firewall to prevent access to the network infrastructure 

c) Using key access card controls for employees needing access 

d) Writing a policy stating who may have access to the company 

Answer: c 

Question: 10  

Which security item is designed to take large collections of network-related traffic that can 

indicate a denial-of-service attack? 

a) Firewall 

b) Host-based intrusion detection and prevention system (host-based IDPS) 

c) Network-based intrusion detection and prevention system (network-based IDPS) 

d) Virtual private network (VPN) 

Answer: c 
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Avail the Study Guide to Pass ISMP EXIN 

Information Security Management Professional 

based on ISO/IEC 27001 Exam: 

● Find out about the ISMP syllabus topics. Visiting the official site offers an 

idea about the exam structure and other important study resources. 

Going through the syllabus topics help to plan the exam in an organized 

manner. 

● Once you are done exploring the EXIN ISMP syllabus, it is time to plan 

for studying and covering the syllabus topics from the core. Chalk out the 

best plan for yourself to cover each part of the syllabus in a hassle-free 

manner. 

● A study schedule helps you to stay calm throughout your exam 

preparation. It should contain your materials and thoughts like study 

hours, number of topics for daily studying mentioned on it. The best bet 

to clear the exam is to follow your schedule rigorously. 

● The candidate should not miss out on the scope to learn from the EXIN 

Information Security Management Professional based on ISO/IEC 

27001 training. Joining the EXIN provided training for this EXIN 

certification exam helps a candidate to strengthen his practical 

knowledge base from the certification. 

● Learning about the probable questions and gaining knowledge regarding 

the exam structure helps a lot. Go through the EXIN ISMP sample 

questions and boost your knowledge 

● Make yourself a pro through online practicing the syllabus topics. ISMP 

practice tests would guide you on your strengths and weaknesses 

regarding the syllabus topics. Through rigorous practicing, you can 

improve the weaker sections too. Learn well about time management 

during exam and become confident gradually with practice tests. 

Career Benefits: 

Passing the EXIN ISMP exam, helps a candidate to prosper highly in his career. 

Having the certification on the resume adds to the candidate's benefit and helps 

to get the best opportunities. 

  

http://www.certfun.com
https://www.certfun.com/exin/exin-information-security-management-professional-based-isoiec-27001-ismp-exam-syllabus
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https://www.exin.com/data-protection-security/exin-information-security-management-iso-iec-27001/information-security-management-professional-based-on-iso-iec-27001/
https://www.exin.com/data-protection-security/exin-information-security-management-iso-iec-27001/information-security-management-professional-based-on-iso-iec-27001/
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Here Is the Trusted Practice Test for the EXIN ISMP 

Certification 
CertFun.Com is here with all the necessary details regarding the ISMP exam. We 

provide authentic practice tests for the ISMP exam. What do you gain from these 

practice tests? You get to experience the real exam-like questions made by 

industry experts and get a scope to improve your performance in the actual exam. 

Rely on CertFun.Com for rigorous, unlimited two-month attempts on the ISMP 

practice tests, and gradually build your confidence. Rigorous practice made 

many aspirants successful and made their journey easy towards grabbing the EXIN 

Information Security Management Professional based on ISO/IEC 27001. 

Start Online practice of EXIN ISMP Exam by visiting URL 

https://www.certfun.com/exin/ismp-exin-information-security-

management-professional-based-isoiec-27001 
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