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Know Your NSE 6 - FAC 6.4 Certification Well: 

The NSE 6 - FAC 6.4 is best suitable for candidates who want to gain knowledge 

in the Fortinet Network Security. Before you start your NSE 6 - FAC 6.4 preparation 

you may struggle to get all the crucial NSE 6 FortiAuthenticator materials like NSE 

6 - FAC 6.4 syllabus, sample questions, study guide.  

  

But don't worry the NSE 6 - FAC 6.4 PDF is here to help you prepare in a stress 

free manner. 

The PDF is a combination of all your queries like- 

• What is in the NSE 6 - FAC 6.4 syllabus? 

• How many questions are there in the NSE 6 - FAC 6.4 exam? 

• Which Practice test would help me to pass the NSE 6 - FAC 6.4 exam at the 

first attempt? 

 

Passing the NSE 6 - FAC 6.4 exam makes you Fortinet Network Security Expert 6 

- Network Security Specialist. Having the NSE 6 FortiAuthenticator certification 

opens multiple opportunities for you. You can grab a new job, get a higher salary 

or simply get recognition within your current organization. 

Fortinet NSE 6 - FAC 6.4 NSE 6 FortiAuthenticator 

Certification Details: 

Exam Name Fortinet NSE 6 - FortiAuthenticator 6.4 

Exam Code NSE 6 - FAC 6.4 

Exam Price $150 USD 

Duration 60 minutes 

Number of Questions 30 

Passing Score Pass / Fail 

Recommended Training FortiAuthenticator 

Exam Registration PEARSON VUE 

Sample Questions Fortinet NSE 6 - FAC 6.4 Sample Questions 

http://www.NWexam.com/
https://training.fortinet.com/local/staticpage/view.php?page=library_fortiauthenticator
https://home.pearsonvue.com/fortinet
https://www.nwexam.com/fortinet/fortinet-nse-6-fac-6-4-certification-exam-sample-questions-and-answers
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Practice Exam 
Fortinet Network Security Expert 6 - Network 

Security Specialist Practice Test 

NSE 6 - FAC 6.4 Syllabus: 

Section Objectives 

FortiAuthenticator 
management 

- Configure FortiAuthenticator for deployment 
- Understand and configure administrative accounts and 
roles 
- Configure advanced system settings 
- Configure and manage user accounts 

Certificate management 

- Describe key concepts of PKI and digital certificates 
- Use the FortiAuthenticator certificate management 
service to generate local certificates 
- Implement automatic certificate management services 

Active authentication 

- Implement RADIUS profiles and realms for RADIUS 
authentication 
- Configure and manage supported remote authentication 
services 
- Use FortiAuthenticator portal services to authenticate 
local and remote users 
- Configure tokens and two-factor authentication 

Single sign-on 

- Integrate FortiAuthenticator with Active Directory (AD) to 
detect logon events 
- Use local authentication events for Fortinet Single Sign-
On (FSSO) 
- Use third-party logon events via RADIUS single sign-on 
(RSSO), tags, and logs to generate FSSO events 
- Implement SAML roles on FortiAuthenticator for the 
SAML SSO service 

Fortinet NSE 6 - FAC 6.4 Sample Questions: 

Question: 1  

When working with administrator profiles, which permission sets can be customized? 

a) All permission sets can be customized. 

b) Only the pre-existing permission sets can be customized. 

c) Only non-administrator permission sets can be customized. 

d) Only user-created or cloned permission sets can be customized. 

Answer: d 

http://www.NWexam.com/
https://www.nwexam.com/fortinet/nse-6-fac-6-4-fortinet-nse-6-fortiauthenticator-6-4-nse-6-network-security-specialist
https://www.nwexam.com/fortinet/nse-6-fac-6-4-fortinet-nse-6-fortiauthenticator-6-4-nse-6-network-security-specialist
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Question: 2  

A device that is 802.1X non-compliant must be connected to the network. Which authentication 

method can you use to authenticate the device with FortiAuthenticator? 

a) EAP-TTLS 

b) EAP-TLS 

c) MAC-based authentication 

d) Machine-based authentication 

Answer: c 

Question: 3  

What happens when a certificate is revoked? (Choose two.) 

a) Revoked certificates cannot be reinstated for any reason 

b) External CAs will periodically query FortiAuthenticator and automatically download 

revoked certificates 

c) All certificates signed by a revoked CA certificate are automatically revoked 

d) Revoked certificates are automatically added to the CRL 

Answer: c, d 

Question: 4  

When you are setting up two FortiAuthenticator devices in active-passive HA, which HA role 

must you select on the primary FortiAuthenticator? 

a) Standalone primary 

b) Cluster member 

c) Active-passive primary 

d) Load balancing primary 

Answer: b 

Question: 5  

When revoking a certificate, which reason must be selected if you want the ability to reinstate it 

at a later time? 

a) On Hold 

b) Superseded 

c) Operation ceased 

d) Unspecified 

Answer: a 

http://www.NWexam.com/
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Question: 6  

You are a network administrator with a large wireless environment. FortiAuthenticator acts as 

the RADIUS server for your wireless controllers. You want specific wireless controllers to 

authenticate users against specific realms. How would you satisfy this requirement? 

a) Define RADIUS clients 

b) Enable Adaptive Authentication 

c) Create Access point groups 

d) RADUIS policy 

Answer: d 

Question: 7  

You are the administrator of a large network and you want to track your users by leveraging the 

FortiClient SSO Mobility Agent. As part of the deployment you want to make sure that a bad 

actor will not be allowed to authenticate with an unauthorized AD server and appear as a 

legitimate user when reported by the agent. 

Which option can prevent such an attack? 

a) Add only the trusted AD servers to a valid servers group. 

b) Change the Secret key in the Enable authentication option for the FortiClient Mobility 

Agent Service. 

c) Enable the Enable RADIUS accounting SSO clients method. 

d) Enable the Enable NTLM option in the FortiClient Mobility Agent Service. 

Answer: d 

Question: 8  

Which three factors can determine which RADIUS policy is matched during a RADIUS 

authentication? 

(Choose three.) 

a) Policy ranking 

b) RADIUS client 

c) Selected realm 

d) RADIUS response 

e) RADIUS attribute 

Answer: a, b, e 

http://www.NWexam.com/
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Question: 9  

Which FSSO discovery method makes use of service tickets to authenticate new users and 

validate the currently logged on users? 

a) FortiClient SSO mobility agent 

b) Kerberos-based FSSO 

c) RADIUS accounting 

d) DC polling 

Answer: b 

 

Question: 10  

FortiAuthenticator has several roles that involve digital certificates. Which role allows 

FortiAuthenticator to receive the signed certificate signing requests (CSRs) and send certificate 

revocation lists (CRLs)? 

a) Remote LDAP server 

b) EAP server 

c) SCEP server 

d) OCSP server 

Answer: c  

Study Guide to Crack Fortinet NSE 6 FortiAuthenticator 

NSE 6 - FAC 6.4 Exam: 

● Getting details of the NSE 6 - FAC 6.4 syllabus, is the first step of a study 

plan. This pdf is going to be of ultimate help. Completion of the syllabus is 

must to pass the NSE 6 - FAC 6.4 exam. 

● Making a schedule is vital. A structured method of preparation leads to 

success. A candidate must plan his schedule and follow it rigorously to attain 

success. 

● Joining the Fortinet provided training for NSE 6 - FAC 6.4 exam could be of 

much help. If there is specific training for the exam, you can discover it from 

the link above. 

http://www.NWexam.com/
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● Read from the NSE 6 - FAC 6.4 sample questions to gain your idea about 

the actual exam questions. In this PDF useful sample questions are provided 

to make your exam preparation easy. 

● Practicing on NSE 6 - FAC 6.4 practice tests is must. Continuous practice 

will make you an expert in all syllabus areas. 

 

Reliable Online Practice Test for NSE 6 - FAC 6.4 

Certification 

Make NWExam.com your best friend during your Fortinet NSE 6 - FortiAuthenticator 

6.4 exam preparation. We provide authentic practice tests for the NSE 6 - FAC 6.4 

exam. Experts design these online practice tests, so we can offer you an exclusive 

experience of taking the actual NSE 6 - FAC 6.4 exam. We guarantee you 100% 

success in your first exam attempt if you continue practicing regularly. Don’t bother 

if you don’t get 100% marks in initial practice exam attempts. Just utilize the result 

section to know your strengths and weaknesses and prepare according to that until 

you get 100% with our practice tests. Our evaluation makes you confident, and you 

can score high in the NSE 6 - FAC 6.4 exam. 

 

Start Online practice of NSE 6 - FAC 6.4 Exam by visiting URL 

https://www.nwexam.com/fortinet/nse-6-fac-6-4-fortinet-nse-6-

fortiauthenticator-6-4-nse-6-network-security-specialist 
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