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Know Your MS-102 Certification Well: 

The MS-102 is best suitable for candidates who want to gain knowledge in the 

Microsoft 365. Before you start your MS-102 preparation you may struggle to get 

all the crucial MCE Microsoft 365 Administrator materials like MS-102 syllabus, 

sample questions, study guide. 

But don't worry the MS-102 PDF is here to help you prepare in a stress free 

manner. 

The PDF is a combination of all your queries like- 

 What is in the MS-102 syllabus? 

 How many questions are there in the MS-102 exam? 

 Which Practice test would help me to pass the MS-102 exam at the first 

attempt? 

Passing the MS-102 exam makes you Microsoft 365 Certified - Administrator 

Expert. Having the MCE Microsoft 365 Administrator certification opens multiple 

opportunities for you. You can grab a new job, get a higher salary or simply get 

recognition within your current organization. 

Microsoft MS-102 MCE Microsoft 365 Administrator 

Certification Details: 

Exam Name Microsoft 365 Certified - Administrator Expert 

Exam Code MS-102 

Exam Price $165 (USD) 

Duration 120 mins 

Number of 

Questions 
40-60 

Passing Score 700 / 1000 

Schedule Exam Pearson VUE  

Sample Questions Microsoft 365 Administrator Sample Questions  

Practice Exam Microsoft MS-102 Certification Practice Exam  
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MS-102 Syllabus: 

Topic Details 

Deploy and manage a Microsoft 365 tenant (25-30%) 

Implement and 

manage a Microsoft 

365 tenant 

- Create a tenant 

- Implement and manage domains 

- Configure organizational settings, including security, 

privacy, and profile 

- Identify and respond to service health issues 

- Configure notifications in service health 

- Monitor adoption and usage 

Manage users and 

groups 

- Create and manage users 

- Create and manage guest users 

- Create and manage contacts 

- Create and manage groups, including Microsoft 365 groups 

- Manage and monitor Microsoft 365 license allocations 

- Perform bulk user management, including PowerShell 

Manage roles in 

Microsoft 365 

- Manage roles in Microsoft 365 and Microsoft Entra 

- Manage role groups for Microsoft Defender, Microsoft 

Purview, and Microsoft 365 workloads 

- Manage delegation by using administrative units 

- Implement privileged identity management for Microsoft 

Entra roles 

Implement and manage identity and access in Microsoft Entra ID (25-30%) 

Implement and 

manage identity 

synchronization with 

Microsoft Entra ID 

- Prepare for identity synchronization by using IdFix 

- Implement and manage directory synchronization by using 

Microsoft Entra Connect cloud sync 

- Implement and manage directory synchronization by using 

Microsoft Entra Connect 

- Monitor synchronization by using Microsoft Entra Connect 

Health 

- Troubleshoot synchronization, including Microsoft Entra 

Connect and Microsoft Entra Connect cloud sync 

Implement and - Implement and manage authentication methods, including 
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Topic Details 

manage 

authentication 

Windows Hello for Business, passwordless, tokens, and the 

Microsoft Authenticator app 

- Implement and manage self-service password reset 

(SSPR) 

- Implement and manage Microsoft Entra Password 

Protection 

- Implement and manage multi-factor authentication (MFA) 

- Investigate and resolve authentication issues 

Implement and 

manage secure 

access 

- Plan for identity protection 

- Implement and manage Microsoft Entra Identity Protection 

- Plan Conditional Access policies 

- Implement and manage Conditional Access policies 

Manage security and threats by using Microsoft 365 Defender (25-30%) 

Manage security 

reports and alerts 

by using the 

Microsoft 365 

Defender portal 

- Review and take actions to improve the Microsoft Secure 

Score in the Microsoft 365 Defender portal 

- Review and respond to security incidents and alerts in 

Microsoft 365 Defender 

- Review and respond to issues identified in security and 

compliance reports in Microsoft 365 Defender 

- Review and respond to threats identified in threat analytics 

Implement and 

manage email and 

collaboration 

protection by using 

Microsoft Defender 

for Office 365 

- Implement policies and rules in Defender for Office 365 

- Review and respond to threats identified in Defender for 

Office 365, including threats and investigations 

- Create and run campaigns, such as attack simulation 

- Unblock users 

Implement and 

manage endpoint 

protection by using 

Microsoft Defender 

for Endpoint 

- Onboard devices to Defender for Endpoint 

- Configure Defender for Endpoint settings 

- Review and respond to endpoint vulnerabilities 

- Review and respond to risks identified in the Microsoft 

Defender Vulnerability Management dashboard 

Manage compliance by using Microsoft Purview (15-20%) 

Implement Microsoft - Implement and manage sensitive info types by using 
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Topic Details 

Purview information 

protection and data 

lifecycle 

management 

keywords, keyword lists, or regular expressions 

- Implement retention labels, retention label policies, and 

retention policies 

- Implement sensitivity labels and sensitivity label policies 

Implement Microsoft 

Purview data loss 

prevention (DLP) 

- Implement DLP for workloads 

- Implement Endpoint DLP 

- Review and respond to DLP alerts, events, and reports 

Microsoft MS-102 Sample Questions: 

Question: 1  

You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1. 

Which two Defender for Endpoint features are available to the subscription? 

Each correct answer presents part of the solution. NOTE: Each correct selection is worth one 

point. 

a) security reports 

b) advanced hunting 

c) digital certificate assessment 

d) device discovery 

e) attack surface reduction (ASR) 

Answer: a, e 

Question: 2  

You have a Microsoft 365 E5 subscription that contains a user named Admin1. You need to 

ensure that Admin1 can turn on role-based access control (RBAC) in Microsoft Defender for 

Endpoint. The solution must follow the principle of least privilege. 

Which role should you assign to Admin1? 

a) Global Administrator 

b) Privileged Role Administrator 

c) Security Administrator 

d) Security Operator 

Answer: c 
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Question: 3  

You have a Microsoft 365 E5 subscription that uses Endpoint security. You need to create a 

group and assign the Endpoint Security Manager role to the group. Which type of group can you 

use? 

a) Microsoft 365 only 

b) security only 

c) mail-enabled security and security only 

d) mail-enabled security, Microsoft 365, and security only 

e) distribution, mail-enabled security, Microsoft 365, and security 

Answer: b 

Question: 4  

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site 

named Site1. You need to be notified when a user shares a file or folder from Site1. What 

should you do? 

a) From the Microsoft Purview compliance portal, create a data loss prevention (DLP) 

policy. 

b) From the Microsoft Purview compliance portal, create an alert policy. 

c) From the SharePoint admin center, modify the sharing settings. 

d) From Site1, create an alert. 

Answer: b 

Question: 5  

Your company has digitally signed applications. You need to ensure that Microsoft Defender 

Advanced Threat Protection (Microsoft Defender ATP) considers the digitally signed 

applications safe and never analyzes them. 

What should you create in the Microsoft Defender Security Center? 

a) a custom detection rule 

b) an allowed/blocked list rule 

c) an indicator 

d) an alert suppression rule 

Answer: c 
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Question: 6  

You have a Microsoft 365 E5 subscription. You need to set the default privacy setting of a 

Microsoft SharePoint Online site to Private. What should you use? 

a) a data loss prevention (DLP) policy 

b) a retention policy 

c) an information barrier (IB) policy 

d) a sensitivity label 

Answer: d 

Question: 7  

You have a Microsoft 365 subscription. An administrator accidentally deletes a user account. 

How many days do you have to recover the account before it is permanently deleted? 

a) 14 

b) 30 

c) 93 

d) 365 

Answer: b 

Question: 8  

You have a Microsoft 365 E5 tenant that uses Microsoft Intune. You need to ensure that users 

can select a department when they enroll their device in Intune. What should you create? 

a) scope tags 

b) device configuration profiles 

c) device categories 

d) device compliance policies 

Answer: c 

Question: 9  

You plan to delete several user accounts that are assigned Microsoft 365 licenses. How soon 

after deleting the accounts will you be able to re-assign the licenses to other users? 

a) 24 hours 

b) 7 days 

c) 30 days 

d) immediately 

Answer: d 
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Question: 10  

You have a Microsoft 365 E5 subscription that contains a user named User1. You need to 

ensure that User1 can send a maximum of 50 email messages per day. What should you 

configure in the Microsoft 365 Defender portal? 

a) anti-spam policy 

b) anti-phishing policy 

c) advanced delivery rule 

d) Tenant Allow/Block List rule 

Answer: a 
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Study Guide to Crack Microsoft MCE Microsoft 365 

Administrator MS-102 Exam: 

● Getting details of the MS-102 syllabus, is the first step of a study plan. This 

pdf is going to be of ultimate help. Completion of the syllabus is must to 

pass the MS-102 exam. 

● Making a schedule is vital. A structured method of preparation leads to 

success. A candidate must plan his schedule and follow it rigorously to 

attain success. 

● Joining the Microsoft provided training for MS-102 exam could be of much 

help. If there is specific training for the exam, you can discover it from the 

link above. 

● Read from the MS-102 sample questions to gain your idea about the 

actual exam questions. In this PDF useful sample questions are provided 

to make your exam preparation easy. 

● Practicing on MS-102 practice tests is must. Continuous practice will make 

you an expert in all syllabus areas. 

 

Reliable Online Practice Test for MS-102 Certification 

Make EduSum.com your best friend during your Microsoft 365 Administrator exam 

preparation. We provide authentic practice tests for the MS-102 exam. Experts 

design these online practice tests, so we can offer you an exclusive experience of 

taking the actual MS-102 exam. We guarantee you 100% success in your first 

exam attempt if you continue practicing regularly. Don’t bother if you don’t get 

100% marks in initial practice exam attempts. Just utilize the result section to know 

your strengths and weaknesses and prepare according to that until you get 100% 

with our practice tests. Our evaluation makes you confident, and you can score high 

in the MS-102 exam. 

 

Start Online practice of MS-102 Exam by visiting URL 

https://www.edusum.com/microsoft/ms-102-microsoft-365-

administrator 


