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Discover More about the CIS-SIR Certification 

Are you interested in passing the ServiceNow CIS-SIR exam? First discover, 

who benefits from the CIS-SIR certification. The CIS-SIR is suitable for a 

candidate if he wants to learn about Implementation Specialist. Passing the 

CIS-SIR exam earns you the ServiceNow Certified Implementation Specialist - 

Security Incident Response (CIS-SIR) title. 

While preparing for the CIS-SIR exam, many candidates struggle to get the 

necessary materials. But do not worry; your struggling days are over. The 

CIS-SIR PDF contains some of the most valuable preparation tips and the 

details and instant access to useful CIS-SIR study materials just at one click. 

ServiceNow CIS-SIR Security Incident Response 

Implementation Specialist Certification Details: 

Exam Name 
ServiceNow Certified Implementation Specialist - Security 

Incident Response 

Exam Code CIS-SIR 

Exam Fee USD $450 

Exam Duration 130 Minutes 

Number of 

Questions 
60 

Passing Score Pass / Fail 

Format Multiple Choice Questions 

Books / Trainings 
Security Operations Fundamentals 

Security Incident Response Implementation 

Schedule Exam Webassessor 

Sample Questions 
ServiceNow CIS-Security Incident Response Exam 

Sample Questions and Answers 

Practice Exam 
ServiceNow Certified Implementation Specialist - 

Security Incident Response (CIS-SIR) Practice Test 
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CIS-SIR Syllabus: 

Topic Details Weights 

Security Incident 

Response Overview 

and Data 

Visualization 

- Introducing Security Incident Response 

- Data Visualization 

- Security Incident Response - Components 

15% 

Security Incident 

Creation and Threat 

Intelligence 

- Explore How to Create Security Incidents 

- Major Security Incident Management 

- Understanding Threat Intelligence 

- MITRE ATT&CK Framework 

14% 

Security Incident 

and Threat 

Intelligence 

Integrations 

- ServiceNow Store and Share 

- Managing Pre-Built Integrations 

- Creating Custom Integrations 

14% 

Security Incident 

Response 

Management 

- Security Analyst Workspace 

- Standard Automated Assignment Options and 

Escalation Paths 

- Security Tags 

- Process Definitions and Selection 

15% 

Risk Calculations 

and Post Incident 

Response 

- Security Incident Calculator Groups and Risk Scores 

- Post Incident Reviews 

- Event Management 

12% 

Automation and 

Standard Processes 

- Automate Security Incident Response Overview 

- Security Incident Process Automation Using 

Playbooks and Runbooks 

- Use Case: User Reported Phishing v2 

30% 
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Broaden Your Knowledge with ServiceNow CIS-

SIR Sample Questions: 

Question: 1   

Which role is needed to install the Security Incident Response application? 

a) sn_si.admin 

b) admin 

c) sn_sec_cmn.admin 

d) sn_si.write 

Answer: b 

Question: 2  

David is on the Network team and has been assigned a security incident response task. 

What role does he need to be able to view and work the task? 

a) Security Analyst 

b) Security Basic 

c) External 

d) Read 

Answer: a 

Question: 3  

Identify three key Security Incident Response reporting audiences: 

a) Security Analysts 

b) Security Managers 

c) CIOs/CISOs 

d) Facilities Managers 

e) Human Resources Managers 

Answer: a, b, c 

Question: 4   

For Customers who don’t use 3rd-party systems, what ways can security incidents be 

created? (Choose three.) 

a) Security Service Catalog 

b) Security Incident Form 

c) Inbound Email Parsing Rules 

d) Leveraging an Integration 

e) Alert Management 

Answer: a, b, c 
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Question: 5  

Security Incident Response can be defined as: 

a) The change plan taken to fulfill requests raised through the Security Incident Catalog 
b) The reaction plan taken to capture and record security incidents 
c) The response plan taken to react to imminent security threats 
d) The action plan taken to mitigate security incidents and imminent security threats 

Answer: d 

Question: 6  

A flow executes when what is met? 

a) A trigger condition 
b) IntegrationHub activation 
c) Response Task state is Active 
d) NIST Ready State 

Answer: a 

Question: 7  

How do you select which process definition to use? 

a) By setting the process definition record to Active 
b) By selecting the desired process within the Process Selection module 
c) By selecting the desired process within the Process Definition module 
d) By setting the Script Include record to Active 

Answer: b 

Question: 8  

Which process definition is set as default for security incident response application? 

a) NIST Open 
b) SANS Open 
c) SANS Stateful 
d) NIST Stateful 

Answer: d 

Question: 9  

In which ServiceNow module can you find pre-built integrations? 

a) Integrations 
b) Sightings Search Configuration 
c) Integration Configurations 
d) Integration Status 

Answer: c 
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Question: 10  

Which of the following statements best describes what Security Incident Calculators are 

used to do? 

a) Set specific values according to matched conditions 

b) Determine the Security Incident Risk Score 

c) Calculate the cost of an incident 

d) Calculate the time spent in the various incident states 

Answer: a 

Avail the Study Guide to Pass ServiceNow CIS-

SIR Security Incident Response Implementation 

Specialist Exam: 

● Find out about the CIS-SIR syllabus topics. Visiting the official site 

offers an idea about the exam structure and other important study 

resources. Going through the syllabus topics help to plan the exam in 

an organized manner. 

● Once you are done exploring the CIS-SIR syllabus, it is time to plan for 

studying and covering the syllabus topics from the core. Chalk out the 

best plan for yourself to cover each part of the syllabus in a hassle-free 

manner. 

● A study schedule helps you to stay calm throughout your exam 

preparation. It should contain your materials and thoughts like study 

hours, number of topics for daily studying mentioned on it. The best bet 

to clear the exam is to follow your schedule rigorously. 

● The candidate should not miss out on the scope to learn from the CIS-

SIR training. Joining the ServiceNow provided training for CIS-SIR 

exam helps a candidate to strengthen his practical knowledge base 

from the certification. 

● Learning about the probable questions and gaining knowledge 

regarding the exam structure helps a lot. Go through the CIS-SIR 

sample questions and boost your knowledge 

● Make yourself a pro through online practicing the syllabus topics. CIS-

SIR practice tests would guide you on your strengths and weaknesses 

regarding the syllabus topics. Through rigorous practicing, you can 

improve the weaker sections too. Learn well about time management 

during exam and become confident gradually with practice tests. 
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Career Benefits: 

Passing the CIS-SIR exam, helps a candidate to prosper highly in his career. 

Having the certification on the resume adds to the candidate's benefit and helps 

to get the best opportunities. 
 

 

Here Is the Trusted Practice Test for the CIS-SIR Certification 

ProcessExam.Com is here with all the necessary details regarding the CIS-SIR 

exam. We provide authentic practice tests for the CIS-SIR exam. What do you 

gain from these practice tests? You get to experience the real exam-like 

questions made by industry experts and get a scope to improve your 

performance in the actual exam. Rely on ProcessExam.Com for rigorous, 

unlimited two-month attempts on the CIS-SIR practice tests, and gradually 

build your confidence. Rigorous practice made many aspirants successful and 

made their journey easy towards grabbing the ServiceNow Certified 

Implementation Specialist - Security Incident Response (CIS-SIR). 

Start Online Practice of CIS-SIR Exam by Visiting URL 

https://www.processexam.com/servicenow/servicenow-certified-

implementation-specialist-security-incident-response-cis-sir 

 


